The Dimension Effecbn
Adversarial LearningPhenomena

Amit Leibovitz

A thesis submitfed partial fulfillment for

Master in Computer Science

SupervisoDr. Adi Sraibman

School @@omputer Science
The Academic College of TelYaffo

TelAviv, Israel

April, 2020



Copyright 2020
AMIT LEIBOVITZ
All Rights Reserved



Abstract
Machinédased systems, especially those based on deep neural networks, have become an integral part
our everyday life. Therformanaa many fields, including translations, voice recognition, spam
detection, and image processisgplaasedidtofhumaga Theiimpactvill everincreassoon
with theeleasef various autonomous systems, led by the autonomous vehicle.

With the impved capabilitise get bysing neural networks come new vulnerablitaisn

industry of attacks on these networkadediesdirial learmésgoeen developed. In these attacks, the

input data is altered slightly, in a way a human egermt e@tect, causing the networks to change

their behavior dramaticaflyeBmethods have been presented over the years to deal with this
phenomenon, some diagnoses the sensitivity of the network to minor changes, some add the perturbed
examples tbe training sta@es is calletiversarial trainidgt, & far as we know, roeyic

defense system has been found for all types of attacks and domains.

In this paper, we examine the vulnerability to adversarial attacks in one of the cibie parameters
multiplicity of the input dimension. We explain why the high dimension of the input domain increases
the vulnerability to an adversarial attack and we examine the effect of seheesatrpohtetition

methods on diverse datasets, inclodengith multiple color channels (CIFAR10), and high

dimension (INTEL). Our conclustbatisimension reduction can improve the resilience of a

netweork against adversarial atButkiess difficult to find one method whactil fises.

Therefore our recommendation is an ensemble approach that combines sewvedal toethods
obtairanoptimal result.
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1. Introduction
In recent years we witness increased use of products and technologies based on machine learning and
artificial intelligence. Tgti@nomenon covers almost every aspect of our daily lives: web search, online
translation, phoneds voice personal assistant
In the coming years, we expect even more advanced technolagiesritigtwerid considered
fiction rather than science. This includes autonomous vehicle and 10T products, which will make a
significant change in our lives.

Like the revolution of the personal computer, vehiehdoetmon in every home during the 1980s

andhe 1990s, the endless race to upgrade and pemgnessriassulted in security neglect.

Machine learning algorithms have always been tested for how much the model was right: accuracy,
FP/FN, precision/recall and so on. There has never beanfarceitamining the durability of a

model against intentional malformed input. Just imagine the impattasieacideg minor

changes to the sensors of the autonomous vehicle, causing it to be confused between a stopover sign a
a highway sign.

In this research, we explore a new field that emerged only in 2014 and focuses on methods of deliberate
deception of learning models. This field i®\daensdrial Learhirigeir article, Szegedy et al. [1]

were the first to discover a disturl@ngmknon in neural networks, which until then were

considered to be incredibly accurate for many tasks. It turned out that small perturbations to an image,
such that in many cases may not be distinguish
classifation to change dramatically, and with high confidence.
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Figurg: An adversarial image generated by the FGSM algorithm.
Left the original panda image - Shidalleperturbation added to the imageadRigtdanzdge, classified as a gibbon (Source:
Explaining and harnessing adversarial examples, Goodfellow et al [16])

Figure 1 illustrates the problematic nature of this phenomenon. In this case, a small perturbation was
added to the original panda image. Tihisisma&vas calculated using the Fast Gradient Sign Method
suggested by [16]. Although the change is negligible and we can clearly see that the output is a panda
image, the neural network identified it as gibbon with high confidence.

The FGSM was the dilgorithm to propose a scheme to produce adversarial images. It uses the sign
elements of the cost function gradient with respect to the input image to calculate a small noise vector tc
be added. The magnitude of the change can be controllecipyrrauitipdei vector with the

epsilon parameter. A large value of ippséages the likelihood of being mistaken on the network,

but, of course, also detract from image quality and make it easier to recognize that manipulation has
been performed. Figure 2 shows the effect of different epsilon values on the hestasewfcy in t

CIFAR10 and INTEL datasets.
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Figurg FGSM algorithm for creating adversarial images. This figure shows how the epsilon paramétemnaisetrolling the magnituc
vector, affects the accuracy achievatineptioeknewdel in two different datasets.

We focused on the effect of the input dimensiantontaec k er s abi |,ity to mi sl
examining several different dimensionality reduction approaches on the classification accuracy in the
case of bostandards and manipulated input data.

1.1. Contributions
Westudedalarge number of dimensionality reductica defdagies to combat adversarial machine
learning attacks: PCA, KMeans, image rescaling, LPF, edgeddetieetitypes of filtering
includingsaussian, median, gradient and bilAtestadf thprior workhat bokan approach of
dimensialityreductiofi30,31,32,33,35,36,4#alvith certain methods and hence the difficulty in
making a qualitative panson. Here we tried to perform an overview of as many methods as possible
onthe same architecture and data set.

For each of these methoelshow significant accuraaprovemermiomparetb the original
modelThe modefsr which we got thestesults wereMieans and PGfMeanwith k = 20 for

example shean improvement from 25.4% acdaré6y5% whea=0.07 on the INTEL dataset
whilePCAwith variance percent preserve equals 99.9% got an accuracy of 5BdataCHtAR
showed the satmend where KMeans and it€genteithe best improvement on small epsilon

valuswhere KMeans wkhr 20 improvdtheaccuracy of 28.3% in thgiral model to 58% when

e =0.04. Wewitnesskadramatic imprerents in classification accuracy for most of the
dimersionality reduction methausstly in the low range of epsilos.\dtethat smallwes for
epsilon atbemordikely scenariforan attaglkconsidering thet t adesire nottcsbe detected.

Our work as well as other recent work suggest that there is no magic solution that is suitable for all
problems or all network architectures and data types. Therefore we suggest three novel defense
ensemble strategies for adversarial learning defeadargéinember of models that have been

trained on data that has been downgraded with different processes of dimensionality reduction, if by a
variety of methods or by using a different set of parameters, we would like lEatreen thateta

will take the advantage of an ensemble approach to make a more accurate result based on the original
results.

We suggest to use three main methods. The first method is a simple voting among all the results for
decisiomaking. A more sophisticated method is to use a stacking approach in which we give a new
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metaearner the dimension reduction predictions to paifiing and testing. One option we tried

is to give the model the predicted classes and pdrdbenarging. Another is to be trained on all

the probability vectors of all the models combined. Every model produced a distribution vector on
every pmiction that can be an indication of the confidence level of the model.

For small epsilon value in the range of [0,0.07] these 3 rabibhoelsgpatre than the best

dimension reduction method at eaclirpperample, on the CHHARIataset andedarial rate

of e=0.03the original model got an accuracy of 41.2% while the best dimension reduction method
got a score of 58.88ewere able to achieve an accuracy of 63% on both stacking approaches.

Weconsiddhis a generapapach for solving the problem of adversarial learning. This approach can

be extended at any time by further models of different dimensionality reduction methods. Proper
training of the mée@rner can take the best of all models to give the optifiortheebelst of

our knowledge, there was no previous attempt of dealing with the adversarial learning problem with a
stacking ensemble approach.

1.2. Paper Outline
The outline of this writeup is as follow. We first briefly provide the backgranrcheggeair2d
We describe the problem of classification and then focus on neural networks and different relevant
architectures.

In Chapter 3 we elaborate on the problem domain. A full description of the adversarial learning
phenomenon is given as wellaaalscommon attack methods from recent years. This chapter ends
with a presentation of several common approaches for both detection and prevention.

Chapter 4 will focus on the properties edimeltisional input. First, we describe a general

phenomendhat makes it difficult for machine learning models to-dwhenkighal problems and

has received the ominous term "the curse of dimensionality". Then we will see how high dimensionality
is much more problematic when considering deliberatetiattactded.

Chapter 5 describes several dimension reduction methods that have been tested. We describe each of
the methods in detail, define the experimental conditions and the measured metrics.

Chapter 6 presents the results concentrate on thescihiat fcdiow.

Chapter 7 summerises the contribution of this study as well as options for future research.



2. Background
Machine Learning is the science of getting computers to act without being explicitly programmed. In the
past decade, machine learsiggba us sdifving cars, practical speech and image recognition,
effective web search, and a vastly improved understanding of the human genome.

Machine Learning was first mentioned in 1959 by Arthur Samuel [2] while trying to solve the game of
checkex. As an interdisciplinary field, ML shares common properties with other fields such as Artificial
Intelligence, statistics, information theory, game theory, and optimization. Evolved from data mining
and pattern recognition, ML explores the studittohalfwat can learn from examples and make
predictions and decidiaisgedn a given data [3].

The ability to 'learn’ is defined by progressively improve performance on a specific task. According to
Tom M. Mitcheldl [ 4] OnAront expanience [ with )espertgasamm class s a i
of tasks T and performance measure P, if its performance at tasks in T, as measured by P, improves wit
experience EGO.

Machine learning is divided into three main differeatipasseadarningunsup®isedearning

and reinforcement learning. In supervised learning, the learning prodédes is,geidégbrithm

trains the model with a latsgled sampléthe datapach of themislebél by a o6t eacher d
Unsupervised learning is a dubfiL that helps find previously unknown patterns in a dataset

without preexisting labelBhisincludstasks such as clustering, dimension reduction, and outlier
detection. In the more sophisticated problem of reinforcement learrgngtiealgerithm

feedback dsdecisiag)in order to improve performance over time.

2.1. TheClassification Problem
We focus onpervised learniagd more specifically classification prbbtembasic statistical
supervised learning model, the model hall lketenf points which will beraining set

: . . . AN i
Meaning, the training process includes N mm{tx)%,c_tgné | R" and N class labels

{yi}iN:l, y 1 {0,3 for the discretdassificatjmoblem ar‘%iyi}zl, y [ R for the continuous

regressimoblem. The training model will give a prediction for every new data point. Testing the
model with a new labeled dataset, caksd $lgan give us a measure of how good our model is. If
we define our hypothesis output for new dataga@iind the real known outpf(kathen the
accuracy of our model can be defined as

@ L(Q) =a1(f &x)h(x, 9

whereQ is the learning parameters of the mddslealods function measuring the error of the
prediction with respect to the real value. Some eksunchlésss functions can be the square loss
function and the logistic loss function. The totah. iBirefierred to asThaining Loss Function

In order to avoid overfitting and keeping the model as simplenssalssdieline the
regularization functW(h( Q) which meassthe complexity of the model.

So, the objeativunction we wish to minimize in this optimization problem should be

(2) ObjQ) =L( R +(h )

The machine learning process illustrated in Figure 3 shows the main stages during a supervised learning
experiment [5]. The labeled data is dividiedrimg and &=tisAfterExploratory Data Analysis
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which includes cleaning, transforming and visualization of the input data, a feature extraction stage give:
us input X. This input will be inserted into a machine learning model resultstivalagrédect

model includes some learned parameters. The actual value and the metric value can be used to define
the accuracy of our model.

specific properities
(height, eye color. skin, etc)

0]
F y 8 o
Training eature N
extraction
@ Qe
Predicted
weights on features Phenotypes
(regression coefficients)
o g@ ( can happen
By many times )
Evaluation
Testing Data

Figure 3: The Supervised Learning Process
(Source: Coursera, Machine Learning Foundatiéypraachdé]ptudy

2.2. DeepNeural Network

In recent years witness largiomains where the ML technologies based on dekgatetrning
breakthrougthatwasot seen before. These domains include tasks that not so long ago seemed very
difficult, such as voice recognition (like Google assistance, Siri and Alexa [6]), natural language tasks
(speech recognition[7][8][9] and translation [10][11], auto 2hmuetdr& summarization [13])

and regime computer vision classifiers (the autonomous vehicle for example [14]).

F. Rosenblatt [17] introducepealaeptroim 1957 as an algorithm for supervised learning of binary

. L . N - , . AL
classifieré\s shown in figuredl mputs{ x'},zlare multiplied with their weléh\is}_:l and then
summed up.

L output

Net input Activation
function function

Figure 4: The perceptron (source: mixtend)

The next stage is to appbntnear activation funcifx) . In more general cases, the sigmoid or
the RELU function will be used.

(3) 5,(x)= ﬁ

é0 for x<O
5,() =1 )
x for x20

FigurB: The Sigmoid and RELU Activation Function



The artificial neural network uses the repeated application of the perceptron model called neurons. The
network applies layers of neurons. In each layer, every neuron output a signal real number, which is
passed to every neuron in the next layer. ¥tl#tyenesach neuron forms its own weighted

combination of these values, adds its own bias, and applied the activation function. The real numbers
produced by the neurons on one layer are collected irgtad/dutor the vector of the outputs

from he next layer has the form

(4) s Wa+ D

wheréNis the weights matrix laiscthe bias vector. The number of colWwadl ine the number
of neurons at the previous layer that made theectarmber of rowd\fand the size of vector
bwill be the number of neurons at the current layer.

. hidden layer 1 hidden layer 2  hidden layer 3
input layer

Y

output layer

A e

p—

Figuré: FuliConnected Neural Network

We can now introduce the general form of an artificial neural network called the Fully Connected
Neural Network. Assume our netwokhkayass, where layer 1 is the inputlayére output

layer, and laylerontaing}, neuras. Notice that our network will mapR8nspace t&R"™

space. We uéé" | R™ " to note the weights at lagadb™ | R™ for the vector of biases in
layed.

We will assign an input data>oithe first layer as:
(65) a¥ =x IR™
The recursive flow of the network will be as follow
6) d'=s (W1 &Y ) R, forl 23,..L

L]

wherey = d' is the output of the model.

2.3. Convolutional Neural Network
Another form of a common ANN architecture is the Convolutional Neural Network (known as CNN).
These networks were used constantly to obtain some remarkable results in object recognition for the
ImageNet challenge (see [15] and/figure
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Figur@ Results of the ImageNet Large Scale Visual Recognition Challenge (ILSVRC) over the years

Instead of connecting each neuron to all other neurons as it was defined in the Fully Connected Neural
Network architecture, we will try to capture more local plaégaoanecting it to its neighbors

only. In the image domain where our input neurons are pixels, we will connect each one of them to
pixels in its local area. As a result, CNNs have much fewer connections and learning parameters and so
they are easietr@in, while their theoretical performance is likely to be only slightly worse.

A convolutional neural network has four main building blocks:

- Convolution layer

- Activation (RelLu)

- Pooling layer

- Fully Connected layer

Convolutional is a linear operatiarafard extraction where an elemissproduct is applied

between a small window of the input and a small array of numbers vector called a kernel. The output is
called a feature map. This procedure is repeated multiple times in different Ighbtidmsoaisd nei

(FigureB).

ol Feature map

Y Feature map

Input tensor L.

Figur&: Convolutional Layer (Source: Convolutional neural networks: an overview
and application in radiology [18])

Different kernels may be applied to capture different characteristics of the input image. Two main
hyperparameters that define the convolution operation are the size of the window and the number of
kernels (meaning, the numbers of neurons in the ralnegkitjoTypical size for the kernel will be

a3 x3,5x5o0r7x7window. Other parameters me§thegtmePaddintrides are the

number of pixels shifts of the window when going over the input matrix. A typical value will be 1 or 2.
Padding used when the filter does not fit the input image. We can then decide to drop this part or pad
the pictures with zeroes.



Operation Filter

grT——y
oo Q
[— B — ]
c o O
| S

Identity
1. 0 -1
00 0
-1 0 1
0 1 0
Edge detection 1 -4 1
0o 1 0
-1 -1 -1
-1 8§ -1
1 -1 1
0 1 0
Sharpen -1 5 -1
0 -1 0
) R
Box blur 1 111
(normalized) 9
1 B0 C8h )
o e 1 : A S |
; aussuar: ]ur o 2 4 2
a oximation
o 121

Figur® Common convolutional kernels and their output

The outputs of the linear operation of convolutional are therugasaeaithear activation

function such as sigmoid, hyperbolic, ReLu or tangent (ReLu and tangent are common choices). We are
applying these activation function on the feature maps to incii@asarityeohoar model, as the

image themselvesardinear.

The pooling layer is a subsampling of the previous layer. It reduces the spatial size of the input, and
therefore the number of computation and learnable parameters. The pooling layer selects a pooling
operation to apply on each featurepaegtely and creates a new set with the same number of
features maps. Typical types of pooling opemteraga@odlimgnax poolifthere are non

learnable parameters for the pooling layer as filter size, stride and padding are predefined.

Thelast phase is the classification where the feature learning layers output is usually flattened to a one
dimensional vector and then passed through several fully connected layers, also called dense layers. Tt
activation layer for this phase is udieatintdifom other activation function, where the softmax or

sigmoid are the proper choices, and the numbers of output neurons are usually as the number of classe
where each output represent the probability for the matching class.

The step where theuimgiata is transformed into output through these layers is called forward
propagation. A typical schema for CNN architecture using these building blocks ard@hown in Figure
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Figur@Q A typical CNN architecture consists of sevesastagetficosadlutional layers and a pooling layer followed by one or
more fully connected layers.



3. Problem Description- Adversarial Learning
Adversarial examples are deliberatepulatddputs created with the purpose of confusing a neural
network andlecreasinigperformancédversarial examples are similar to regular example, differing
only by a small perturbation. Even though these pertrubationsidistinguadhable to the human
eye theycause the network to misclassify witbrfigience.

In 204, a group ofsearcheirdm Google and NYU were the first to dibcsmeiguing

weakness of deep neural networks in the image classificftjomdbeiapapeheresearchers

found some disturbing properties among neurathatwork of thewvas that the smoothness
assumption that is typically valid for computer vision problems and kernel metho@ue@es not hold.

would expect that given a small eagi0sand an input imagea x + r satisfyinfy || < e will be

classified with high probability to the samexcl&sg,8zegedt al. 1] shoedthatasimple

optimization process breaks this assutiptisout thatieliberate changesoimespecific image
couldcause the network to identify it as another targeted class and with high probability. To make
matteleven worse it was found that the advexaarf@dés were relatively robust and shared by
different motke Meaning, the same adversarial ierafppsd to be hdat a family oetworks

that were trained with different hyperparameters or set of examples.

This sparked a new fieled, the aidV&edd, with intensiesearch. Many and varied methods have
beersuggesteihce then to deceive neural networks. In 201 7-Ddafiszivet al. [19] showed the
existence of a universal and very small perturbation vector thabEesatsdstapeneural

networks to be misclassified with high probability.

Face powder 0 Chihuahua

Joystick 0 Chihuahua X

Grille 0 Jay

Thresher 9 Labrador [

Flagpole Labrador

Tibetan mastiff e Tibetan mastiff
Lycaenid e Brabancon griffon
Balloon 0 Labrador
I
L::__ Whiptal fizard 0 Border terriec ::’_

Figur&él: Universal perturbationotigital images with the true labetnvitldiriversal perturbation to be added. Right
Adversarial examples and their est{Babedelafie])
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In the same year, some studies denddhsteatstence of adversarial learning in the real physical

world. Kurakin et al. [20] showed that adversarial images that were printed and recapture using a cell
phone camera, were still mifelddsr the network (Figi®)e Another research introduced some

methods for road sign attacks were stickers on a stop sign were managed to fool the network [21].

(a) Image from dataset (b) Clean image (c) Adv. image, € = 4 (d) Adv. image, ¢ = 8

Figur&2: Black box attack on a phone image classification applg#t®ori@indhériafie. This image was printed after adding
small perturbations defining by the epsilon parameter. The model failed to classify it correctly (Source: [20])

3.1. Definition sof Terms
In this section we describe common technical conceptssaatlinettmsworld of adversarial
learningThe focuison the image processing domain.

0 Adversarial exaxjpleA malformed version of an original input image that was deliberately

altered to deceive a learning model.

0 Adversarial trainfglefense strategy against adversarial learning where adversarial examples
are intentionally added to the training process of the model.

o Blackox attack vs White boxlatthelolachk o x s cenar i o, the attacker
prior knowledge about the model, its parameters, loss function, architecture or algorithm in
contrast to the whiiex case.

o Clean image The original input image.

Fooling ratiRefer to the percentage of test images thdttheangelabel after been
perturbed.

o Imagspecific vs universal sitiaether the perturbation vector is calculated for each image
separately or there is a universal perturbation vector for all test images.

o0 Onsshot vs iterative melimesshot method is when the calculation process is in a single step
compared to an iterative process that in most cases will be computationally expensive.

o PerturbatioA small noise vector that was added to a clean image making it an adversarial
examie.

0 Targeted vstaogeted attabka targeted attack, the model was fool to believe the adversarial
example belonged to a specific label whetsaigeted any label different from the true
label is valid.

o Transferabilityhe ability of an adegial example to mislead other models as well.

11



3.2. Adversarial Classification Attacks
In this section, we review some popular methods for adversarial classification attacks in the image
processing domain. There are many other attack methods ahideténesstrad domains such as
attacks drRecurrent Neural NgtivatidencodedReinforcement Learailgk s, et c 06, but we
the common case of classification problems. Of course, there are many different approaches, where
some of them ahe evolution of each other, and we cannot mention all of them. Therefore we give a
review of only the more common methods or those that have formed a milestone in adversarial history
while trying to give a varied list that presents the nature asapdiifemntiet attackse
interested reader can sesutlieys [22],[23],[24] for further reading.

3.2.1. First Discovery- Box constrained -BFGS
Properties: Whiteox, Nortargeted, Imagpecific, Onghot.

Szegedy et al. [1] first introduced the tetwersfarial leadoyrfinding what they called blind spots
in neural networks. They formalize the following minimization problem as the search for adversarial
examples:

Let f:R™- {1 ,k} be aleep neural netwaol&ssifier mapping imagediscretset of
classes with a continuous loss flesgorR™3 {1,---, B - R*. Then for an input image

xi R™and a target labél{1,-- k} we wish teolve the following optimization problem
(7) argmirj|p|,
p
st f(x+p = x o [6,]

wherepisthe perturbatiarector. Thigroblem hasiontriviasolution in caseb(x) . 1. The

original problemhardso the authors sugg@stoximatirigby using a bognstrained®FGS.
They look for the minimam O for which the minimizeof the following problem satisfies

f(x+p) 4:
(8)rr:3in chp toss(x m)
st x+ pi[0,]"

This will result in the exact solution in the case of a convex loss function, but this is not the general case
in neural networks.

As mention, this was the first suggested algorithm for finding adversarial examples, which cause a wide
interest of reseagshin the adversarial attacks field.
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3.2.2. Linear and Gradientbased- Fast Gradient Sign Method (FGSM)
Properties: Whit®ox, Nortargeted, Imagpecific, Orghot.

Goodfellow et al. [16] tried to explain the adversarial examples transferabilégtacessmadrch
training sets with the linear nature of deep neural networks. They suggested having a linear process for
creating perturbations. The adversarial examples were generated in the following way:

(9% =%, € SO IDgx, V..))

whereq are the model parametesss the input imagg, . is he true label &f , andbJ is the

gradient of the cost functais a small scalar number dorgriheamplitudef the perturbation
vector. Tiey name it Fast Gradient Sign Method (FGSM).

Figurd3illustrates some visual results for the FGSM algorithm on the CIFAR 10 dataset. It can be seen
that for small values, it is difficult to discern that the image has been manipulated but still in many cases
the network will be surprisingly wrong. For exartimecase of the bird, the deer, the dog, the

frog, the ship and the truck even for epsilon of 0.01, the classification was wrong, although it is clearly
seen that the nature of the image has not changed. A large valoeeatepghitdikeliid of

being mistaken on the network, but, of course, also detract from image quality and make it easier to
recognize that the input has been manipulated.
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FGSM isne of the most used adversarial techniques and will be our main algorithm in this paper. Other
variations of FGSM were published during the years.
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3.2.2.1. Onsstep target class method
Properties: Whitsox, Targeted, Imagpecific, Orghot.

Kurakin et gl25] propose an alternative approach to maximizes the probability of a specific label differs
from the true label. The new formula will be as followed:

(10)%, = %, & st IPFX, yiye))

3.2.2.2.  Basic lterative Method (BIM)
Properties: Whiteox, Nortargetedmagespecific, Iterative.

Till now we saw only @@t methods taking a single large step in the direction of increasing the loss
function. Another approach is taking some small steps to get a better result. This extension [25] got the
name Basic ItaratMethod (BIM):

(11) ngv = Xc' (;vl :Cllp{ )éidv & SI@( ‘:( a )%’ yﬂ“))}

wherega is the step sitiee( authoichosa =1, meaning they change the pixel by 1 at eaold step)
Clip{-} clips the values of the values to fit the ﬁbrgiejrvaﬁ', X, T E. The authors deterrdine

the number of iterationsais(e+ 4,1.25 Ce.

3.2.2.3. lterative Le#stly Class Method (ILCM)
Properties: Whiteox, Nortargeted, Imagpecifidterative.

By combining (10) and (11) we can get an iterative method of choosing the least likely class:

125, = %, Xt Clip{ Xy @ SO 8% Your )}

This extension got the name lterativikeba&lass Method (ILCM) [25] and produce adversarial
examples that shown sarieus effect on the classification accuracy.

3.2.3. [, norm based- JISMA and One Pixel Attack
Properties: Whiteox (JSMA) / Blabkx (One Pixel), Ntargeted, Imagpecific, Iterative.

Most methods are ugingnd/, normsvhen minimizing the perturbation vector. Different

approa@ssuggesvokingat £, norm, meaning the number of pixels that weredthamgtee

adversarial process. Papernot et al. [26] created a saliency map using the gradient of the network layers
output to monitor how the change of eadfiquiteethe probability of misclassifiGaticathe

map is ready it is easy to cheasesltféective pixel. The algorithm restinetnumber of pixels

that can be alterétiis method got the name Jatalsiedh Saliency Map Attack (JSMA).

Taking it to the extreme, Su et al. [27] demonstrated how a single pixel change can mislead the
negwork.
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3.2.4. Universal based Attack
Properties: Whiteox, Nortargeted, Universal, Iterative.

MoosauDezfooli et al. [19] descithe first methatéfining a general perturbfdica network
thatis not imaggpecifidvleaning, by addingglgurbation to any image the network will nyisclassif

onit with high probabilityet /7: denote a distribution of clean imagesTimeir goal is to find a
perturbatiop that will be as small as poasibkbat will cauken et wor kK t o be wrong i
cases. To foane it the following 2 conditions should be applied:

@3) |p| ¢ x
P(f(x+p) ,f(R) & d

where&d controls the fooling ratio and the par&rtistits the magnitude of theug@tion vector.

To solve this the authorsarsédrative approach going through each image input adding to the
current universal perturbation the smallest possible vector that will make him the network to
misclassifidoe current image.

(14) Dp' « argrmir1|r||2 st.f(% +p f‘) £( %)

3.2.5. Neural Network-based- Adversarial Transformation Network (ATN)
Properties: Whiteox, Nortargeted, Imagpecific, Iterative

Up to this point, most of the methods have focused on the direct calculation of the gradient or solving an
optimization problem. Baluja and Fischer [28] idea was toftairmedfaedral network

generating adversarial examples that are misglagsifggrd network. They ahkkAdversarial

Transformation Network (ATN). They did it by minimizing a loss function combining the task of

similarity between the original image and the adversarial version while having a misclassification by the
targenhetwork.
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3.3. Adversarial Defense Strategies
In this section, we provide an overview of some of the main pifadidgemnst an adversarial
attack. It is important to mention that there is currently no general method that provides a proper
solution to all types of adversariasattddhkis is an ongoing research field. The main difficulty is due
to the lack of thetical tools to deal with the inputs that were deliberately crafted while dealing with
nonlinear and naonvex environment and hard optimization problems to solve. In addition, adding
mechanisms for protecting the models may affect the model lrecuiaages as well as running
time (training or testing) and resource consumption.

Current approaclees be devided intofthiewingamilies

o Training Modificatielike adversarial training

o Data modificatiemay be on the training phase, &siopheoth

o Network modificatiemake it more robust to small changes (fix the gradient, change the loss
function or make the network deeper)

0 External modelbke detection systems

Here are some of the most popular methods to defend agairettackersarial

3.3.1. Training Modification - Adversarial Learning
One of the most popular msthadsearch today is adversarial learning. In this approach, the
objective is to increase the robustness of the model by injecting random adversarial examples into the
training phase alongside the original images. This method differs from the classical augmentation which
includes image transformation such as rotation and results in a true input image. Adversarial training
enriches the data with images that are ankkelyé as input.

Szegedy et al [1], who were the first to point out the existence of blind spots in neural networks, were
also the first to examine the effect of adding these examples to the training set. Many studies suggesting
new attack methods latee same time introduced adversarial learning as the main defensive

approach. Goodfellow et al [16] offered an alternative objective function combining both the original

and the adversarial example generated by the Fast Gradient Sign Method:

(15) J(@% Vo) = A 4 %) 1 -)A g +sigh § Pxoq)) . W)
where J is the original loss functi@nia(@,1).

A mentionable drawback of adversarial learning is that it tends to overfit to the specific attack method
used while training. Moreover, the defense is it Intdoelisox attacks.

3.3.2. Data Modification
Many attack methods create-fidfglbncy noise that is not distinguished by the human eye. This
phenomenon led to several studies focusing on the preprocessing of the image data as a defense strate
Sevetanain approaches can be identified:

1 Image compression
1 Image denoising

1 Feature squeezing
 Randomization
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Image compression is probably the most common method, and especially the lossy compression of
JPEG. One of the main features of JPEG compression making it relevant as an adversarial defense
approach is the ability to removédugiency signals. Dziegaial [30] were the first to examine

the effect of JPEG compression on adversarial samples calculated by FGSM [16]. Their research showe
that JPEG compression is effective for large scale perturbations while small interferences may survive
the procesBas et al [31] took a similar approach and extend the experiment to DeepFool method [32]

as well. Their main focus was on theffraei®veen image quality and accuracy improvement. They
suggested taking an ensemble approach running severapdéésiensauith different qualities

while having a vote between all of the results. Shin et al [34] showed how to generate an adversarial
sample that will survive JPEG compression.

Further research by Cornell and Facebook [33] reached similarlvenechibeEmmethods for

feature squeezing and image denoising were tested such as image cropping and rescaling, bit depth
reduction and Variance minimization. An ensemble approach has also been tested while averaging the
results. Shaham et al [¥8plsEXxperimented the effectiveness of low pass filtering, PCA, JPEG
compression, soft thresholding aneldlolvtion wavelet approximation as defensecapgadiasth

adversarial attacks. Sahay et al [40] on the other hand used autoencodaptd ieagearide i

then used another autoencoder last hidden layer to apply a dimensionality reduction.

A slightly different approach was taken by Xie et al [36] who offered to combine random elements (see
Figurel4) and came second in the NIPS 2017 adversarial defense challenge.

Input Image  Resized Image Padded//lmage

Xn X/ X‘n

____________________

( \
=\ - -
i i

CNN
Classification

Random Random Randomly
Resizing Padding Select One
Layer Layer Pattern

Figur@4: In this research Xie et al [36] used two randomization layers as a defense against adversaniglaaxamples: random imag
random zero paddings around the image.

3.3.3. Network Modification
Severahethods have tried to address the phenomenon of adversarial learning by modifying the network
and making it more robust to small changes.

One of these methodsadient maskirgyadient hidimgich tries to hide infaroraabout the

gradient from the adversary. ManybwRitdtacks use the gradient of the model to calculate the
perturbation vector, meaning that turning itdiffaentiable or close to zero makes it totally

useless. Ross and Basbr [42] suggelsa defense process that penalizes the degree to which small
changes in inputs can alter model predictions. This method may be uskaddd gtadienbut

double the complexity of the training process.
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3.3.4. External Models
Another defensive option may include ddtectors to find out whether or not the image has been
poisoned. An exanydlinhis approach can be found in the papers of [37] and [38] similar approach was
proposed where different methods of feature $wpwecaeen used and all of the predictions were
examined alongside the original image prediction. A large difference will be an indicator of an
adversarial image in most cases.

Methods based on external detectors require a large number of aghlessanidtenrdno suffer
from overfitting on the adversarial algorithm that generated the attack.

Origin
Result

Input
Image

- CNMN —

Normalizing Filters Pack

I filter 1 ‘ | filter 2 |
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esult 3

yes/no

Figur#s: Detector for adversarial examples. In this architecture, the model gets both the original im&ditfaad the transformed sai
predictioae been sent to a judge module where large different is an indicator for an adversarial example (source: Gu et al

Another approach that uses Generative Adversarial Network (GAN) was introduced by Lee et al [41]. In
their research, they train samedtusly a network whose goal was to correctly classify clean and
adversarial images and a network that tries to produce images that would fool the network. As in any
GAN based architecture, the two networks compete with each other. This camirénsdien as a ¢

of adversarial training and an external model. UsindpdseGédddense method may be effective on
gradienbased attacks but requires longer training time and resources.
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Figuré6: The classifier F is trained on both clearabintbgéges@@nerative network G is training to generate adversarial examples
using the clean image and its gradient (source Lee et al [41])
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4. The Dimension Effect
Goodfellow et al. [16] were the first to point on the high dimension as one of the main factors that
increase the probability of adversarial éxaieqdeve the netword, bethesame amount of
noise in each dimension will result in larger Histhdies from the original instancas3inses
a linearity behavior of NN which is knowhreesatitg hypothesis

4.1. Linearity Hypothesis
Szegedy et al. [1] first discovered the existence of adversarial examples, but cowdusat. explain the
At first, it was widely assumed that this was due to the complexity and the nonlinearity nature of neural
networks. It was also thought that it was just an example of overfitting.

The leading hypothesis today, although not a consdinsaity isythethesiggested by

Goodfellow et al. [16]. They claimed that the original hypothesis could not explain why simple and
shallow models suffer from adversarial examples as much as deep models. Meaning the complexity anc
overfitting were failed tolaxpthis phenomenon. Adversarial examples are able to fool models

different from those they were originally derived from and with the same prediction. If adversarial is a
form of overfitting, each network should react differently to these examples.

Goodfbow et al. [16] presenteditiear hypothesish argued that the source of adversarial

examples is that the model behaves extremely linearly as a function of its inputs. They claim that neural
networks are too linear to resist linear adversabatipartFor easier optimization process, most of

the NN architecture such as LSTM, ReLUs and maxout were intentionally designed to behave in a lineat
manner. As a result, they suggested a linear method for generating advertai&gl&R&mples

algoithm [16]. Their main hypothesis was that the neural network is too linear to resist linear

adversarial.

4.2. TheCurse ofDimensionality
Realife datasets typically come with high digéksitire number of pixels in an image or the
number of diffarewords in a text document. The true dimension is often much lower. For example, if
we are lookinga28x28 handwritten digits image like in the MNIST dataset, the input dimension is

[0,1]% % which is the total possible for input images. If we choose a random image from this domain,
most chances it will not be a handwritten digit, but some random black and white image. In fact,
handwritten is only a tiny fraction of events in this laggcapbo, why high dimension input space

could be a problem?

The Curse of Dimensdasalitipes a phenomenon in which when the input dimension increases, the
volume of the space increases exponentiallig apatsaglf for example, 10 data seents

reasonable fodilnensional space;hi2me nsi onal space weol | need 10!
points and 1000 points for-tlim@8nsional case. Most machine learning algorithms are statistical by
nature, using counting of observatiarisirs vegions of some space and distance measures. Those

two fails when the dimension is increasing.

4.3. TheAdversarial Curse ofDimensionality for Linear Models
Goodfellow et al. [16] tried to explain how a combination of haghadangngth the linearity
hypothesis of neural network models can lead to adversarial examples.

In many cases, each feature has a precision limit. This could be a digital imagebihabis stored as 8
that any color channel in aqarabt measure any change lower than 1/255, or an accuracy limitation
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of any of the sensors. For mpatversarial imayye X +p and a activation functiblﬁx) itis
reasorte to thinkhat the model will respond the same for both if every ¢hevectbop is

smaller than the precision of the fellieaaing, we expédix) ° f(x +p) for||p|, <e,

wheree is smaller than the sensor precision. Consider a linear model we can describe the output for
the adversarial input as follow:

16) f(X)=w % =W x W

The adversarial perturbagindll cause the activation fundtigr) to grow byw' p. To

maximize this growth we can gssigsign( W) . Foran rdimensional vectewith an average
magnitude of, the activation function will groweaioy.

@7) f(x)° f(x) +emn

Meaning, the activation value will grow lineanyfevitiigh dimensional probl&ims.can explain
why linear models with high dimension inpsu$fendgom adversarial examples
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5. Dimensionality Reduction Defence
In this sectipwe provide a detailed description of all dimension reduction methods that have been
tested as a waprotect against adversarial exaipgteendescribe the unique approach we
decided to takanensembfeseveral models. Wiktake a look at whateheembfgproach is and
describe tletackingethod we chose to implement

Then, we presentle@xperimentwhat metrics we chose to use, the datasets to work on, the
network architecture, the generation of the adversarial examples and the experimental steps.

5.1. Dimensionality Defence Methods
In this section, we will cover the dimensiedalitjon methods that have been examined in this
study. For each method, we will provide some theoretical background, the original Python source code
that was applied and some image examples.

5.1.1. ImageResize andRescale
We will start with a simple image squeezing of rescaling assimgdizimgiethod, we wish to
shrink an image by a certain factor and then expand it again to itSlisdgsndbezevith the
skimage package by applying rescale and resize functions.

from skimage.transform import  rescale, resize

def resize_dim_reduction(im, facgtor):
new_im = resize(rescale(im, 1. /factor, multichannel =True),
(im.shape[ 0], im.shape[ 1], im.shape[ 2D)

return  new_im

Rescale operation resizes an image by a given scadisigdaetoreRthe same purpose, but allows
to specify an output image shape instead of a scaling parameter.

original factor=1.1 factor=1.5 factor=3 factor=5

PSNR=25.23 PSNR=23.3 PSNR=20.88 PSNR=19.76

PSNR=25.66 PSNR=23.8 PSNR=21.05 PSNR=20.1

PSNR=17 41 PSNR=16.33

Figuré7: Rescaling an image by a given factor and then resizing it RSlPrefieatstiapeamage in image quality.
imagese taken from the INTEL dataset.
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5.1.2. K-MeansColor Auantization
K-means is one of the most popular and widely used clustergigpdigoritenature and
industry. Its simplicity and speed-gieais a major advantage over other, more aethodse, m

Given an integer K and a seladdpointaoN s , the goal is to find k clustenser€ that

minimize/ the total squear distance between them.

(8) £ =& min|x -d°

Thisproblenis NPhard but has aterative approximation algorithm suggested by Lioyd [43] in 1982

4.

Choose a random initial k ce@tersc;, G-+, G}

For each data point il [1,n] assign it to its nearest center

For eachi [1,K] setC, to be the center of mass of all the points that veste aissign

1 ..
— 4 x.

groupC, , meaning; :|
ARKe

Repeat steps 2 and 3 until no update has been made

Here we perfornpetwise vector quantization of the image to reduce the numbér of colors.
random codebook that is taken from each image is been used to quantized image colors.

def

def

from sklearn.utils
from sklearn.cluster import

import  shuffle
KMeans

recreate_image(codebook, labels, w, h):
d = codebook.shape][ 1]
image = np.zeros((w, h, d))

label_idx = 0
for i in range (w):
for j in range (h):
imagel[i][j] = codebook][labels[label_id
label_idx += 1

return  image

kmeans_dim_reduction(im, k, n_sample_pixles=
im = im.astype( ‘float64' )
w, h,d= tuple (im.shape)

image_array = np.reshape(im, (w * h, d))
image_array_sample = shuffle(image_array,

kmeans = KMeans(k)
kmeans = kmeans.fitlimage_array_sample)

labels = kmeans.predict(image_array)

Xl

1000):

random_state =0)[:n_sample_pixles]

new_image = recreate_image(kmeans.cluster_centers_, labels, w, h)

return  new_image
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original k=60 k=20 k=10 k=3

PSNR=38.3 PSNR=33.54 PSNR=30.46 PSNR=22.62

PSNR=37 41 PSNR=33.19 PSNR=30.61 PSNR=24 34

PSNR=36.54 PSNR=32.17 PSNR=29.38 PSNR=21.12

Figur@8: Kmeans quantization of an image with a given k value. Pa§R ireifeagethealdyn The images are taken from the
CIFAR10 dataset.

5.1.3. PCA
PCA is a dimensionality reduction andislag process that try to keep as much variance as possible
in the original input matrix. This is done by finding the k leadicgmpocipal of the input,
representing it in the PC space, and mapping it again to the input space.

For {x, %, -, %,} I R"we would like to reduce their dimension with a linear transformation

Wi R*? meaning having a mappmyVx: W IR*“. Then we wish to recover tiggnal

vector using a linear transformyétddy : U [R%*such that the compressed vector will be close

to its sourc@o findthie compression matvfi:andhe recovering matrix U thaimize the total
squared distance we aim to solve the following optimization problem:

(19) arg mlra % - UW)ﬂ
wi R i=1
Ui ROK

In the optimal solution of (19) the columns of U are orthonormal and will be the first largest

eigenvectors of the covariance atr§{ X X' andW = U" . For full solution and prplets
i=1
refer td3].

We perform the PCA calculation, meaning finding the eigenvector, for the all training set and not for
each image separately. Attached is thenpyémeritation of this linear transformation.
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from PIL import Image

import  glob

import  0s

import  numpy as np

import  pickle

from sklearn.preprocessing import  normalize
from sklearn.decomposition import PCA

def learn_pca_model(path, percent):
file_name = path.replace( "\\", " ")+ 'pca ' +str(percent)+ '"_model.pkl'

if not os.path.isfile(file_name):
imlist = glob.glob(path + "\ ¥ ipg" , recursiveTrue )
# dimensions
im = np.array(Image.open(imlist[ 01)
m, n = im.shape[ 0: 2]

imbr = len(imlist)

# matrix with flattened images

print(  'Found' + str(imbr) + "images.’ )

print( 'Read and flatten images.' )

immatrix = np.asarray([(np.array(Image.open(im)) / 255.0 ).fla tten() for im in
imlist], )

# pca

print( 'Learning PCA model.' )

pca = PCA(percent)
pca.fit(immatrix)

with  open(file_name, 'wb' ) as output:
pickle.dump(pca, output, pickle. HIGHEST_PROTOCOL)

else :
with  open(file_name, b ) as inp:
pca = pickle.load(inp)
return  pca

def pca_dim_reduction(im, pca_model):
X = [im.flatten()]

lower_dimensional_data = pca.transform(X)
approximation = pca.inverse_transform(lower_di mensional_data)
approximation = approximation.reshape( 1,im.shape[ 0], im.shape[ 1], 3)

return  approximation[ 0]
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original factor=0.999 factor=0.99

PSNR=49.2 PSNR=33.62
il

PSNR=47.45 PSNR=31.08

=i .7

PSNR=37.96

Figur#d: Performing PCA of an image with a given factor value representing the percent of vatiendartapeegerve. PSNR reflect:

factor=0.9

PSNR=20.92
VY

factor=0.8

PSNR=18.02

PSNR=19.18

PSNR=16.56

image quality. The images are taken from the INTEL dataset.

5.1.4. Filtering

Image filtering has many applications, inclodisondesmoothing, sharpening, and edge detection.
Linear filtering of an image is obtained by perfosminlyton operation defined by a kernel. In

the general form, convolution is defined by:

(20)g(x.y)=w *f(xy) & %iwes) f(x sy )

s= -at =b-

wheref (X, y) is the original imageis the kernel agg( X, y) is the fiered imagén our case
it isa weighted sum of neighboringgm»ads be seen in figlire

FigurdQ An image filtering applying as a linear convolutional operation on each pixel.

Several kernels were examined.
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5.1.4.1. Low pass filter
Images can be filtered withpbss filters (LPF) or {pass filters (HPF). LPF is useful in noise
removal or blurring the image while HPF helps in edgeTdetesttioathed image is achieved by
averagingearby pixels. A simple example is a kalihehes divided by the number of elements
within the kernel:

1é111
gd 11
g 11

In this castihe kernel size is 3 but can be any odd @timebditters may include more weighting
for the current pixal different smoothinghiex and yaxs.

Attached is a sample fmydew paditering using a matrix of ones and a kernel size parameter.

import numpy as np
import  cv2

def low_pass_filter_dim_reduction(im, factor):
kernel = np.ones((factor, factor), np.float32) / (factor * factor)
new_im = cv2 filter2D(im, -1, kernel)

return  new_im

Below are some exangbltifferent kernel size

original k=3 k=5 k=7 k=9

PSNR=20.78 PSNR=19.61 PSNR=19.17 PSNR=18.88

PSNR=24.2 PSNR=22.14 PSNR=21.37 PSNR=20.86

PSNR=21.76 PSNR=21.06 PSNR=20.63

Figurgl: Performing Low Pass Filtering of an image with a given fackervel sR&NBseritéugs the damage in image
quality. The images are taken from the INTEL dataset.
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5.1.4.2. Gaussian filter
Gaussian filter is widely used to reduce image noissailfa@garsexpress the normal
distribution for calculating the transformation in each pixedaitiergaua f@ dimensions is

1 2
20)G(x,y)=—— e =~
(20)G(x,Y) 2 2
wherex and y are the distdrara the axes agdis the standard deviaiide. distribution is shown

in figure2. 0
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bl ;)
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Figurg2: 2D Gaussian distribution with mean§0s01and

Hereisan example for 33&ussian kernel:

e 4 7 41

€ 16 26 16 4
1€
—é7 26 41 26 7
273é

A 16 26 16 4

g 4 7 41

We used the impletaon ofthe OpenCpython package with= O for both aes, x and y.

import  cv2

def gaussian_filter_dim_reduction(im, factor):
new_im = cv2.GaussianBlur(im, (factor, factor), 0)

return  new_im

Attached are some examples of applying this method.

original factor=3 factor=7 factor=11 factor=15

PSNR=17.04 PSNR=16.39 PSNR=16.01

PSNR=23.28 PSNR=22.39 PSNR=21.82
PO — T — T — —

PSNR=26.03 PSNR=23.0 PSNR=21.93 PSNR=21.22

Figurg3: Performing Gaussian Filtering of an imagé With a given fackemaliusze pRSERtireflects the dame
quality. The images are taken from the INTEL dataset




5.1.4.3Median filter
A nedian filter imaffectiveonlineatechniquir reducing random nuoikée preserving edges

This is done by a sliding window placing the median theiepatrassdowJnlike averagiog
Gaussian filteringpich can create new cdlwmedian filter wiplace some pixel value from the

image.
Bellow is the median filtering implementatidhegsittppropenC\package.

import  cv2

def median_filter_dim_re duction(im, factor):
new_im = cv2.medianBlur(im, factor)

return  new_im

Figuré4illustrates the effecth@median filter on images with ra@dossian noiSée most
important impa@s can be seaerheedgepreserving.

original noised median-filter (k=3) median-filter (k=5)

RN T WTTEY Y EET
ey X ET N

iy af af

Figurg4: Performing Median Filtering of an image with a given factor value representing kernel sizge @mcthe left is the original i
beside it is thgé with some ra@Galasian noise. The next two images re median filtareéddoagizedft8 and 5. The
images are taken from the INTEL dataset

5.1.4.3. Gradient
Gradient filters ahigh pass filter (HRfR)ch isobking for a directional change in color or intensity.

Ingeneral, the gradient is expressed as

=

D~ (D~ Dy (D~

(21) Bf

=%

@D
&
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The direction of the gradient may be {axiseorly,-gixis or any other vector. The derivative in the
image case may be approximated by finite differences, theexauigief mage An they

elg
axisan be written as@ (I:onvolutiorllIi =é CI*A-
+1
By éftl g

We examingitypes of gradient filters: Laplacian addidethai®obel and Scharraibe kernel
for finding edges along the saxisy The two discrete fillexscribed above with the x-ardy
version:

&1 0 4g o2+ 1+
—€ u
Csobel_x é 20 Zx u CSDbel y ig 0 0
g1 0 4y g 2- 1-
€-3 0 8B g g 18 3
_e u
Cscharr_x_ é 10 O 10 u Cscharr_ y 3(2 0 0
-3 0 By g 10 3

Laplaciamn the other haigigiven by the formula:

2
f f
(22)Bf =t A
W
Since the image input is represented as discrete pixels, it is common to use didagproximation
window to the second devesin the definition of the Laplacian. Two commonly used kernels are
shown above:

é’O -1 0 [} -ﬁi 1 1

_e u —
ClaplacianJ. —é 1 4 X u C:Iaplacian72 _g -8 1
g0 -1 0 | € 1 1

Figuresillustates the difference between all the mentioned gradient methods.

Original Laplacian
} = &

Figurgs: Performing different kinds of Gradient Filtering on an image. On the upper left is the origmaltimage. The other image:
output of Laplacian, Sobel x and Sobel y kernels. The imadgegen€ Vatteounoentietion

Attached is the python source code for implementing the gradient masking using the open cv package.
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https://docs.opencv.org/master/d5/d0f/tutorial_py_gradients.html

import  cv2
import numpy as np

def laplacian_derivatives_dim_reduction(im):
#]0 1 0]
#11 -4 1]
#]0 1 0]
im = (im * 255).astype(np.uint8)
gray = cv2.cvtColor(im, cv2.COLOR_BGR2GRAY)

laplacian = cv2.Laplacian(gray, cv2.CV_64F)
return  laplacian
def sobel_x_derivatives_dim_reduction(im):

# Sobel operat ors is a joint Gausssian smoothing plus differentiation operation,
# so it is more resistant to noise.

#| -1 0 +1|
#| -2 0 +2|
#| -10 +1]|

im = (im * 255).astype(np.uint8)
gray = cv2.cvtColor(im, cv2.COLOR_BGR2GRAY)

sobelx = cv2.Sobel(gray, cv2.CV_64F, 1, 0, ksize =5)

return  sobelx

def sobel y derivatives_dim_reduction(im):
# Sobel operators is a joint Gausssian smoothing plus differentiation operation,
# s0 it is more resistant to noise.
#l+1+ 2 +1|
#/ 00 O]
#| -1-2 -1]
im = (im * 255).astype(np.uint8)
gray = cv2.cvtColor(im, cv2.COLOR_BGR2GRAY)

sobely = cv2.Sobel(gray, cv2.CV_64F, 0, 1, ksize =5)
return  sobely

def scharr_x_derivatives_dim_reduction(im):
# More accurate

#| -30 +3]
#| -10 0 +10]
#| -30 +3]

im = (im * 255).astype(np.uint8)
gray = cv2.cvtColor(im, cv2.COLOR_BGR2GRAY)

scharrx = cv2.Scharr(gray, cv2.CV_64F, 1, 0)

return  scharrx

def scharr_y  derivatives_dim_reduction(im):
# More accurate
#| +3 +10  +3|
#| 0 0 0]
#| -3 -10 -3
im = (im * 255).astype(np.uint8)
gray = cv2.cvtColor(im, cv2.COLOR_BGR2GRAY)

scharry = cv2.Scharr(gray, cv2.CV_64F, 0, 1)

return  scharry
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5.1.4.4. Bilateral filter
Most of the filters that were presented tend to blur edges as they are some kind of a weighted average ¢
pixel values in the neighborhood ofeheyth as in the case of LPF and Gaussian. The weights will
beproportional to the distance from the pixel in Gaussian filtering. Bilaterattigtextingr hand,
adds to these spatial weights thett lo@lpixel values. Tiethod giggheweights of the pisal
valueaccording to how much they arerctaders to the cenpeel. The two weighting system
allowhaving Gassian biting while preservihg edges.

We implemented this method by usidgeh€\package with a signal parameter controlling the
diameter, the color sigma and the distance sigma (in this order).

import  cv2

def bilateral_filter_dim_reduction(im, factor):
new_im = cv2.bilateralFilter(im, factor, factor * 2, factor / 2)

return  new_im

Figure6illustratethe bilateraltiring with factor equals 5 (meaning kernel size = 5, color sigma =
10 and distance color = 5) on the famous plietiadlefe we can see theribly effect while
keeping the edges of the picture.

Figurdé PerformiBgaterddilteringnan imag®n the lefthie original image. The right image is the filtered im
equals to 5.

5.1.5. EdgeDetection
Here we used the popular Canny edge detection algorithm that wasldemndtopadriyy[44] in
19861n this algorithm, we first reduce noise by using anGafissi | t effect airoresultt won ot
Then the algorithm §itite gradient of each pigglgheSobel kernel in both horizontal and vertical

direction From these 2 kerr@J(sande we calculate targle and the magnitude of the gradient:

— 2 2
Gmagnitude_ \’ G X G y

L8G
GAngle(X' y) =tan 1%

(23)
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Pixels with gradient magnitude lower thamamtimreshold will be removed and those higher than
a maxnum threshold will be marked as edgesh&mesn aoute of 2 edge pomntsl the
direction of the gradient will mark as edges as well.

In our implementatjove used tli@penC\python package which takes a parameter lower and upper

value. Bthese valuaee difficult to know because they are different from image to image and it also
becomes a function in two dimensions, we work with the median of the image to determine these values
and the external parameter gigroatrol its sensitivity

In figue 27 we can saw different values of sigma and the output using the Canny edge detection
algorithm.

onginal k=0.01 k=0.1 k=05 k=0.99

Figur@7: Performing Canny edge detection on an image with a given fabesevaltieitg persemtiey. On the left is the
origindmage. The next images re Canny edge detection filtered images. The images are taken from the INTEL datase
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5.2. Ensemble Defenc&ethods
So far, we hasteowm several methods of dimensionality reduction for adversarial defending separately.
In this secin we try to combine predictions of several methods to get a better classification, a well
known approach cafleensembdes far we knowo such method has been tested for dimensionality
reduction and with stacking approach as we will introduce later

5.2.1. What isEnsemble
Ensemble learningns&hine learning paradigm where multiple learning agpm#tmees called
oOek | earnerso6, are trained to solve the same p
predictive performance ttmuld be obtained from any of the models alone.

Several major kinds of ensemble meta algjonithowsnbining weak learaeys

o Bagging
o Boosting
o Stacking

Bagginstands for Bootpt AggregatioBootstqaping is a process of resamplingrihmedet to

reduce overfitting amdretasthe variancBvery model in the Bagging process is trained separately

and in parallel while their answers are combined in a deterministic averaging process.
“Bagging” : Bootstrap AGGregatING

data + labels

‘ Bootstrap 1 ‘ ‘ Bootstrap 2 ‘ """ Bootstrap m

Model 1 Model 2 Model m

\ i
NV Bagged Ensemble
Vote

Figurgs: The Bagging process. Giverdedkitafiabare resampling it on each stage to create a new model. All the answers are
combined with a weighted averaging

Boosting learns the model sequentially in an adaptati$tarieng from a base model, boosting try
to improve on each stepdajray a new model based on the ettmgrefiious one.

Boosting

data + labels

-

\ Dataset 2 ‘ ‘ Dataset 3 ‘ ‘ Dataset 4 |
-~ A" Pl N A N

Model 1 Model 2 Model 3 Model 4

Figur2d: The boosting process. Giverdadeatd lab train a model such that in each step the new model is based on the previous
and itsrrors.
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Stacking lewseveral differenbdels in parallel and combines themibg &anetaodel to
output a prediction based on the weak' jgadietons.

Stacking

Figur8Q The stacking process. Giverdedetapilatirain some different models in parallel and their predictions are inputs for a
meta learteprad.

Baggi ng and boosti ng dable rioursise ease bécaukeeof theandedh o d st |
large amount of imdig resampling ockese we hardya sebf different models predictiGms
the other hajstacking seems like a choice that can give value.

We chose to work with two types of stakitgle voting among the predictions and give them to a
metaearner.

5.2.2. Voting
The simplest way for working with the results of the models is to haveadl yoes EtiamgEhis
way, we get as input the predicted class of each model on each image. For each image, we select the
class with the most votes.

Suppose we have a detmodeld),--- i, and an instance ingutThen the classification of the
metamodelg will be

(24) g(x) =modg h(x) -y ( X)}

A noteworthy disadvantage of this method is that all nasieldanavgaso a plurality of weak

leaners in a given area of the input space will bias the result if they have a majority there (or in other
words the majority is not always riglbthvercome this difficulty, we examined the stacking

approach.

5.2.3. Sacking with Meta-Learner
Stacking takes the prediction of each model and combirmdphenatmore accurate prediction.

Leth,,--- h, be a set of N models ¥nahn input point. Then the prediction of the metadda

N
(25)9(%)=8a b;h(x)
i=1
where the optimL{nd) Q} are the solution for kbassquares optimization problem:

2,

. . Na N ¢
(26) 6" =argmird &y - & #h(X) ¢

b 1:1(; j=1 -
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In this versipwe gave the metadel only the prediction. To do it more efficient we can give it the
probability of the predicted class or all the predictiorav&oidainvay.

5.3. Experiment Setup
We design an experiment with image dimensionality reduction transformations that alter the structure
of perturbation and hopefully will raise the gh#ityeofal network to defend against such an attack
without damage the inpditg). In this seoti we will give a full description of neural network
architecture and implementation, the datasets and attack metivltlssbaind the approach of
measuring the success ratio.

5.3.1. Metrics
There are several ways to evhk@eformance of mackéaening systems, including accuracy,
precision, recall andd@reBecause in our ¢heee is no preference for EPFIV we chose to
work with accuracy:

aig(x)=y
(27) accuracy= = N

Accuracy measures among all data points the portitassifitraton. This is the most general
evaldion metric to look for. A more accurate metric in the case of an adversary may be the
misclassification succesarridue fooling ratichich measg@mong only the correct classified image
how many instas the adversary was able to fool.

a]'é](X): Y and }‘( P() =y g
(28) Fooling _ ratio= 1= f

él@(x)w g

wherex,---, X, are the input imag&s;--, X, are the adversary imagels(a@ds the hypltsis
represented by the model.

So far we have only measured the model clgssifamtiance but another thing to be concerned
aboutvhen reducing the dimensionality is the input quialisp. We will use the PSNR to evaluate
how much wexdaged the image. PSNR uses the aneanrsg(MSE) of the low dimensional
input from the iginal input image.

1N .
MSE:—a a( ><': J) _Xow_dim( l, J))2
9 NOM S (S

PSNR= 20 g, o PLXEL %'EXEL

0
0
(; -
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5.3.2. Datasets
All the experiments in this paper were done with convolutional neural networks on two image datasets:
the CIFARO and the INTEL datasets.

The CIFAR.Odatasetonsistof 60,000 32x32 color images in 10 differentcldsgbs000
images per cladse classes are airplane, automobile, bird, cat, deer, dog, frogahdrsackhip
We used 25,000 images for training, 25,000 as validation (and for the ensemble stage) and 10,000 for

testing.
airplane !ﬁ..% y...=&s

automobile -zﬂnn-‘
o Sl WS W G
ot ARl bl LA B o
seer 155 I I O O 1 R
dog R[] e | SR
frog o1 S O S
norse RELOMERER
ship T PP
week o R e 0 0 5 o L R

Figuradl: The CIFAR dataset cansidd different classes. Here we can see 10 random examples for each of these classes.

ThelNTELdaasef45]wagaken from the opereskats center of Kagljleonsists of 17,034
150x150 images in 6 categories: buildings, forest, glacier, mandtairesed he train includes
6813 images, the validation 6814 {foates ensemble stageelmand the test ses3@07

images.

street

Figur@2: The INTEL datasetscofgigiferent classes. Here we can see some random examples for each of these classes.
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5.3.3. Network Architecture
We usethe Keras implementatiacofvolutional neunatwork with 4 Coftooling blocks,
having Conv filter depth of 32, 64, 128 and 256 respketiVelilter size is 3x3 and the Pooling
filter haa size of 2xdth rectified linear units (ReLUs) as activation functions

This is followed by a Fldétgerand a Droporggularizatidayer Firaly, we have two blocks of
fully conreted layers with size 512 and 128 respdletit/édeds into a softmax output layer with the
number of classes.

from keras.models import  Sequential
from keras.layers import  Input,Conv2D,MaxPooling2D, Flatten, Dense, Dropout
def create_model(input_size, num_classes):

Create a standard classification model with Keras

model = Sequential()

model.add(Conv2D( 32,( 3, 3), activation ='relu’ , padding ='same' , name='conv_1'
/ input_shape =input_size))

model.add(MaxPooling2D(( 2, 2), name='maxpool_1' ))

model.add(Conv2D( 64, ( 3, 3), activation ='relu’” , padding ='same' , name='conv_2' ))
model.add(MaxPooling2D(( 2, 2), name='maxpool_2' ))

model.add(Conv2D( 128,( 3, 3), activation ='relu’ , padding ='same' , name='conv_3' ))
model.add(MaxPooling2D(( 2, 2), name='maxpool_3" ))

model.add(Conv2D( 256, ( 3, 3), activation ='relu’ , padding ='same' , name='conv_4' ))

model.add(MaxPooling2D(( 2, 2), name='maxpool_4' ))
model.add(Flatten())
model.add(Dropout( 0.2))

model.add(Dense( 512, activation ='relu" , name='dense_1' ))
model.add(Dense( 128, activation  ='relu’ , name='dense_2' ))
model.add(Dense(num_classes, activation ='softmax’ , name='output' ))
model.compile(  loss ='categorical_crossentropy’ , optimizer ='adam' ,

metrics =[ '‘accuracy’ )
model.summary()

return  model
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5.3.4. Adversarial Examples
We evaluated the performance of different dimensionality reduction methods using the implementation
of FGSM [16] provided by the Cleverhans library [46]. Several valudberegsilon in

[0,0.5 were examined.

from
from
from
from

import  imageio
import  sys, 0s

epsilons = [ 0.01, 002, 003, 004, 005, 006, 007, 008, 009, 0.1,

def

imageio.imwrite(new_file_path, (image * 255).astype( int ))
counter = counter + len (col.files)
# Create adversarial
input_dir = r'original \ test'
output_dir = r'original \ test_adv'

for

cleverhans.utils_keras import  KerasModelWrapper
cleverhans.attacks import  FastGradientMethod
keras import backend

skimage.io import  imread_collection

015, 02, 025, 03, 04, 05]

create_adversarial_directory(input_path, output_path, model , eps= 0.1):
# delete if exists
make_new_dir(output_path)

total_counter = sum([ len (files) for r,d, files in os.walk(input_dir)])
counter = 0
for  subdir, dirs, files in os.walk(input_path):

for directory in dirs:

current_dir = os.path.join(subdir, directory)

make_new_dir(current_dir.replace(input_path, output_path))

sys.stdout.write( "\r{}%" format( rou nd(float (counter)/total_counter* 100, 2)))
sys.stdout.flush()

# read all images

col = imread_collection(current_dir + r\*)
images = [col[i] for i in range (len (col))]
images = np.asarray(images)

# adv

sess = backend.get_session()

wrap = KerasModelWrapper(original_model)

fgsm = FastGradientMethod(wrap, Sess =sess)

fgsm_params ={ ‘'eps' :eps,
‘clip_min’ . 0.
‘clip_max' 1

adv = fgsm.generate_np(images / 255, **fgsm_params)

# write to file

for i, image in enumerate (adv):

original_file_path = col.files][i]
new_file_ path = original_file_path.replace(input_path, output_path)

epsilon in epsilons:

current_output_dir = os.path.join(output_dir, str (epsilon))
make_new_dir(current_output_dir)

print ( 'Current Epsilon Value ="' + str (epsilon))
create_adversarial_directory(input_dir,current_outp ut_dir,original_model,epsilon)
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5.3.5. Experimental Stages
We trained the model for 200 epoclanesttly stopping option using categorieahtn@sg loss
and used the Adam optimizer.

import  keras , pickle ,os
from keras.callbacks import  ModelCheckpoint , EarlyStopping

class  AccuracyHistory(keras.callbacks.Callback):
def on_train_begin( self , logs={} ):
self .acc=1]
self .val_acc =]

def on_epoch_end( self , batch ,logs=({}):
self .acc.append(logs.get( ‘acc’ 1))
self .val_acc.append(logs.get( 'val_acc' )

def to_file(  self , model_file_name):
with  open (model_file_name, 'wb' ) as output:
pi ckle.dump(( self .acc, self .val_acc), output, pickle. HIGHEST_PROTOCOL)

def from_file( self , model_file_name):
with  open (model_file_name, 'tb" ) as history_input:
self .acc, self .val_acc = pickle.load(history_input)

def fit_model(model, train_generator, validation_generator, new_run= True ,
model_file_name= 'my_model' , early_stopping_patience= 30, epochs= 200,
verbose= 1):
if (new_run) ornot os.path.isfile(model_file_name + ' model.h5" ):

his tory = AccuracyHistory()

early_stopping_monitor = EarlyStopping( patience =early_stopping_patience)

mcp_save = ModelCheckpoint( mdl_wts.hdf5' , save_best only =True,

monitor ='val_loss' , mode='min"' )

STEP_SIZE_TRAIN = train_generator.n // train_generator.batch_size
STEP_SIZE_VALID = validation_generator.n // validation_generator.batch_size
fit_history = model.fit_generator(train_generator,
steps_per_epoch =STEP_SIZE_TRAIN,
epochs =epochs, verbose =verbose,

validation_data =validation_generator,
validation_steps =STEP_SIZE_VALID,
callbacks =[early_stopping_monitor, mcp_save,
history])

plot_compare(fit_history)
model.load_weights( filepath  =".mdl_wts.hdf5' )

model.sav e(model_file_name + ' _model.h5" )

history.to_file(model_file_name + '_history.pkl' )
else :

model = load_model(model_file_name + '_model.h5" )

history = AccuracyHistory()

history.from_file(model_file_name + ' history.pkl' )

plot_compare(history)
return  model, history

#create and compile model
original_model = create_model( input_size  =input_size,
num_classes =len (original_train_generator.class_indices))
#train the network
original_model, original_history = fit_model(original_model, original_train_generator,
original_validation_generator,
new_run = False ,
model_file_name =dataset_name+ ' original
epochs =200 )
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To test themodel we simulate it on the original test set files and the adversarial files for each epsilon
value. We repeathi$ process for each of the dimensionality reduction megénenetitained
with different parameters.

def test_model(model, test_generator, silent= False , file_name= " ):

Get the X_test and y_testb (as categorical) and return predcitions, classes, loss,

accuracy, fl1 - score, percision, recall, confusion - matrix and classification report.
if not os.path.isfile(file_name + '_predict_results.pkl’ ):
score = model.evaluate_generator(test_generator, steps =test_generator.n //
test_generator.batch_size, verbose =0)
if not silent
print ('Test loss:' ,score[  0])
print ('Testaccuracy:' ,score[ 1))
pred = model.predict_generator(test_generator, steps =test_generator.n //
test_generator.batch_size)
pred_classes = np.argmax(pred, axis =1)

classes = test_generator.classes

r = classes == pred_classes
print ('Accuracy:' )
print  ( sum(r) / len ()

cm = confusion_matrix(classes, pred_classes)
cr_str=cl assification_report(classes, pred_classes, output_dict  =False )
if not silent:

print (cm)

print ('-' * 50)

print  (cr_str)

cr = classification_report(classes, pred_classes, output_dict  =True)
test_result ={ 'loss' :score[ 0],
‘accuracy'  :score[ 1],
'predictions’ : pred,
'f1' :crf ‘weighted avg' ][ 'fL -score' ],
'precision’ ccr[  ‘'weighted avg' Il 'precision '],
‘recall »crff  ‘weighted avg' I[ 'recall’ 1
‘confusion matrix' :cm,
‘classification report' :cr_str}
with  open (file_name + ' predict_results.pkl' , 'wb' ) as output:
pickle.dump(test_result, output, pickle. HIGHEST_PROTOCOL)
else :
with  open (file_name + ' predict_results.pkl' , 'rb" ) as input:
test_result = pickle.load(input)
return  test result

# test the model
test_result =test m odel(original_model, original_test _generator, silent =False ,
file_name =dataset name+ ' original test' )
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For the ensemble stagecreated 2 types of datasamiining all the results of all models on all
sample3he first type will be the sflee number of modetsthenumbeof samples when each
cellfi,j] contains the predicted class of image i withimibeet@cond type of matrix the prediction
of each model jtbe imageniill be the distribution vector Wi¢isize afhenunber of class@$at

is, each column that previously contained a single numbeclasatnsintioer, will now be split
into the number of classes with the probability for 8dwselasatrices will be later used by the
metaearner as ingdot the training and testingadirmliadversarial results.

from keras.datasets import  cifarl0
import  glob, itertools

epsilons = [ 0.01, 0.02, 0.03, 0.04, 005, 0.06, 007, 0.08, 0.09, 0.1,
015, 02, 025, 03, 04, 05]
dataset_name = cifar10

train_generator, validation_generator, test_generator = load_dataset_generators(
dataset = ‘original’

# 1. get true classes
e ———
validation_classes = validation_generator.classes
test_classes = test_generator.classes
# 2. find all models
e ———
model_files = glob.glob(dataset_name+ " _model.h5" )
def get_dir_name_from_model_name(model_name):

retu rn model_name.replace(dataset_name+ " )replace( " model.h5" , ™)
models = list ( map(get_dir_name_from_model_name, model_files))
# 3. define dataframe with all class results for - validation, test and adv
. L
columns=[ ‘'true_value' ]+models
validation_models_predict_class_df = pd.DataFrame( columns = columns)
# validation
test_models_predict_class_df = pd.DataFrame( columns = columns)
# test
test_adv_models_predict_class_df dict =

{eps : pd.DataFrame( columns =columns) for eps in epsilons} # test adv

# add a ture_value column
validation_models_predict_class_dff 'true_value' ] = validation_classes
# validation
test_models_predict_class_df] 'true_value' ] =test_classes
# test
for eps in epsilons:
# test adv

test_adv_models_predict_class_df_dict[eps][ 'true_value' ] =test_classes
# 4. do the same for the probabilityresult dataframe
S
classes = list (train_gene rator.class_indices.keys())
columns =[ ‘true_value' 1+ list (

itertools.chain.from_iterable(

[x+ ' " +model for x in classes] for model in models]))
validation_models_predict_prob_df = pd.DataFrame( columns =columns) # validation
test_models_predict_prob_df = pd.DataFrame( columns =columns) # test
test_adv_models_predict_prob_df dict =

{eps: pd.DataFrame( columns =columns) for eps in epsilons} # test adv
validation_models_predict_prob_df] 'true_value' ]= validation_classes # validation
test_models_predict_prob_dff 'true_value' ] =test_classes # test
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validation_models_predict_class_dff ‘true_value' ] = validation_classes # validation

test_models_predict_class_df] ‘true_value' ] = test_classes # test
for eps in epsilons: # test adv
test_adv_models_predict_prob_df_dict[eps][ 'true_value' ] =test_classes

# 5. fill all dataframes

S S S S S ———
for i, model_file in enumerate (model_files, start =0):
folder = modelsi]
print ( fProgress = {str (i+ 1)}/{len (model_files) }, folder= {folder }")
print (model_file)
# load model

model = load_model(model_file)

# read data sets
train_generator, validation_generator, test_generator =

load_dataset_generators( dataset =folder)
# run model on validation and test
validation_result = test_model(model, validation_generator, silent =True ,
file_name =dataset _name + '_validation_ensemble_’ +
folder)
test_result = test_model(model, test_generator, silent =True, file_name =dataset name
+ '_test_ensemble_' + folder)
# get predictions on validation and test
validation_pred = validation_result] ‘predictions’ ]
test_pred = test_result] ‘predictions’ ]
# get pred classes
validation_pred_classes = np.argmax(validation_pred, axi s=1)
test_pred_classes = np.argmax(test_pred, axis =1)

# add to classes df
validation_models_predict_class_dfffolder] = validation_pred_classes
test_models_predict_class_df[folder] = test_pred_classes

# add to predict prob df

columns = [x + "' +folder for x in classes]
validation_models_predict_prob_df.loc[:, columns] = validation_pred
test_models_predict_prob_df.loc[:, columns] = test_pred

for eps in epsilons:
current_directory = folder + "\\test_ adv \\" + str (eps)

adv_generator = load_dataset_generator(current_directory)

adv_result = test_model(model, adv_generator, silent =False ,
file_name =dataset name + ' test_adv ' + folder +
"eps ' + str (eps)+ adv' )
test_adv_pred = adv_result] 'predictions' ]
test_adv_pred_classes = np.argmax(test_adv_pred, axis =1)
test_adv_models_predict_class_df_dict[eps][folder] = test_adv_pred_cl asses

test_adv_models_predict_prob_df dict[eps].loc[:, columns] = test_adv_pred
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Let's see how our data looks like. Bellow is the first type of matrix that contains for each image and
model the predicted class. For example, here thiiggmadiddilateral_filter_10 (meaning, the
factor value is 10) predicted that image 2 belongs to class 3 where the true value should be O.

validation_models_predict_class_df

true_value original_bilateral_filter_10 original_bilateral_filter_2 original_bilateral_filter_3 original_bilateral_filter_4 original_bilateral_filter_5 original_bilater

0 0 0 0 0 0 0
1 0 0 0 0 0 0
2 0 3 7 3 0 3
3 0 8 ] 8 ] &
4 0 0 0 0 0 0
24995 g 9 g 9 ] 9
24996 § 9 § 9 § 9
24997 9 9 9 9 9 9
24998 E] 9 E] 9 g 9
24999 g 9 g 9 g 9

25000 rows % 81 columns

Thesecond type of matrix will expand each column for pliszkSes. For example, for the
original_Htaterla_filter_10 model and 10 possible different classes irltheaSH; AR will split

the column into 10 different columns according to the probability of the bleléswAne car

see that the cell [2, O__original_bilateral_filter_tt@jttedis bilateral_10 model predicted that the
likelihood of image 2 to belong to class 0 is 0.060611.

validation_models_predict_prob_df

true_value 0__original_bilateral_filter_10 1__original_bilateral_filter_10 2__original_bilateral_filter_10 3__original_bilateral_filter_10 4__original_bilateral_filte

0 0 0.763911 0.001489 0.145023 0.014805 1971242
1 0 0.967272 0.000043 0.001850 0.000035 6303112
2 0 0.060611 0.002237 0.029430 0.589650 4.73485¢
3 0 0.323592 0.029280 0.000246 0.000017 7.49374:
4 0 0.663715 0.000689 0.203205 0.012648 9.44434%
24885 § 0.000064 0.006278 0.000001 0.000002 1.08063¢
24996 9 0.000071 0.001531 0.000003 0.000005 1.96792:
24997 g 0.004519 0.003864 0.000199 0.011742 1.160611
24998 9 0.000029 0.203127 0.000002 0.000037 4.48334¢
24999 9 0.000219 0.074475 0.000003 0.000130 5.0342%¢

25000 rows x 601 columns

Now to implement ensemble voting, we wish to look at the first type of matrix on each row and select
the maximum class and this will be tHeanetgrediction to every image. Fromvéhtsan easily
find the percentage of accuracy by comparing it to the true value.
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# Voting

S
# validation
voting_validation_predicted = validation_models_predict_class_df.drop(
[ 'true_value' ], axis =1).mode( axis =1)[ Ol.astype( 'int64'" )
validation_score = sum(voting_validation_predicted ==
validation_models_predict_class_df[ ‘true_value' N
/ len (validation_models_predict_class_df)
ensemble_results_table_total.at] 'validation' , 'ensemble_voting' ] = validation_score
# test
voting_test_predicted = test_models_predict_class_df.d rop(
[ 'true_value' ], axis =1).mode( axis =1)[ Ol.astype( 'int64' )
test_score = sum(voting_test_predicted ==
test_models_predict_class_df] ‘true_value' )
/len (test_models_predict_class_df)
ensemble_results_table_total.at] ‘test , 'ensemble_voting' ] =test_score

ensemble_results_table_total

# adv test
for eps in epsilons:
voting_adv_predicted = test_adv_models_predict_class_df_dict[eps].drop(
[ 'true_value' ], axis =1).mode( axis =1)[ Ol.astype( 'int64' )
adv_score =  sum(voting_adv_predicted ==
test_adv_models_predict_class_df_dict[eps][ ‘true_value' )
/ len (test_adv_models_predict_class_df_dict[eps])

ensemble_results_table_total.at] ‘adv_epslion ' +str (eps), ‘'ensemble_voting' 1=
adv score

For stacking implementation we will have the same experirmrasdwibe predicted class

matrix anthe othefor the probabilities. The code will be the same so we will give it only for the first
caseWe will organize the data for the fegbalration of x and y, shuffling all instances and applying
onehot encoding for the case of using the predicated classes.

# Stacking

H e e

train = validation_models_predict_class_df.astype( str )
tes t = test_models_predict_class_df.astype( str )
test_adv_dict = {k:v.astype( str ) for kyv in

test_adv_models_predict_class_df_dict.items()}

# shuffle the data

train=train.iloc[np.random.permutation( len (train))]
train=train.reset_index( drop =True)
test=test.iloc[np.random.permutation( len (test))]
test=test.reset_index( drop =True)

for kv in test_adv_dict.items():
test_adv_dict[k] =

test_adv_dict[K].iloc[np.random.permutation( len (test_adv_dict[k]))]
test_adv_dict[k] = test_adv_dict[k].reset_in dex( drop =True )
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# separate x and y

train_y = train[ ‘true_value' |
train_x = train.drop([ ‘true_value' ], axis =1)
test_y = test] ‘true_value' |
test_x = test.drop([ ‘true_value' ], axis =1)
test_adv_dict_ x = dict ()
test_adv_dict_y = dict ()
for kv in test _adv_dict.items():
test_adv_dict_y[K] = test_adv_dict[K][ ‘true_value' ]
test_adv_dict_x[K] = test_adv_dict[K].drop([ 'true_value' ], axis =1)

# apply one hot encoding of categorical features

for col in train_x.dtypes[train_x.dtypes == ‘object’  l.index:
for_dummy = pd.Categorical(train_x.pop(col), categories  =list (set (train_y)))
train_x = pd.concat([train_x, pd.get_dummies(for_dummy, prefix =col)], axis =1)
for col in test x.dtypes[test x.dtypes == ‘object’  ].index:
for_dummy = pd.Catego rical(test_x.pop(col), categories  =list (set (train_y)))
test_x = pd.concat([test_x, pd.get_dummies(for_dummy, prefix =col)], axis =1)

for k,v in test_adv_dict x.items():

for col in test adv_dict x[K].dtypes[test_adv_dict_x[K].dtypes == ‘object’  ].index:
for_dummy = pd.Categorical(test_adv_dict_x[k].pop(col),
categories  =list (set (train_y)))

test_adv_dict_x[K] = pd.concat([test_adv_dict_x[k], pd.get_dummies(for_dummy,
prefix =col)], axis =1)

For training and evaluatingpgidearnerwe used the H20 At [47]. H20 automates the

process of training a large selection of candidaWenddele t r i ed sever al mod el
(Distributed Random Forest), XGBoostoiutigcted neural network and Wvereestrictedhé
algorithm to a@ur run (after noticing that additional time has little effect).
# run h20 auto ml for model selection
import  h2o
from h2o.automl import H2OAutoML
h2o0.init()
htrain = h20.H20OFrame(pd.concat([train_y, train_x], axis =1))
htest=  h20.H2OFrame(test_x)
htest_adv = {}
for kv in test _adv_dict x.items():
htest_adv[k] = h20.H2OFrame(v)
X =htrain.columns
y = 'true_value'
x.remove(y)
htrain[y] = htrain[y].asfactor()
aml = H20AutoML( max_runtime_secs = 60*60*12, stopping_metric ='misc lassification’ ,
include_algos =[ "GLM", "DeepLearning" , "DRF", "XGBoost" , "GBM",
"DeepLearning” , "StackedEnsemble” ], stopping_rounds =0)
aml.train( x=x, y =y, training_frame =htrain)
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After finding the optimal model in the next si@p @@luate it on the training set test set, and all the
adversarial examples.

# train

train_y_pred = aml.leader.predict(htrain)
train_y_pred =train_y_pred.as_data_frame()[ ‘predict’ ].astype(  str )

ensemble_results_table_total.at] 'validation' , 'ensemble_stacking_class(H20)' 1=
accuracy_score(train_y, train_y_pred)

# test

test_y_ pred = aml.leader.predict(htest)
test_y pred =test_y pred.as_data_frame()[ ‘predict’ ].astype(  str )

ensemble_results_table_total.at] ‘test , 'ensemble_stacking_class(H20)' 1=
accuracy_score(test_y, test_y_pred)

# adv

for eps in epsilons:
print (‘current eps=' + str (eps))
test_adv_y_pred = aml.leader.predict(htest_adv[eps])
test_adv_y pred =test_adv_y pred.as_data_frame()[ 'predict’ ].astype(  str )

ensemble_results_table_total.at
[ 'adv_epslion_' + str (eps), ‘'ensemble_stacking_class(H20)' 1=
accuracy_score(test_adv_dict_y[eps], test_adv_y_pred)

All the results of our experiments are presented in the next section.
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6. Results
In this section, we will shovetfigencygf each dimensionality reduction defense ménctiamssm
mention itheprevious sectiole will measure our performance with the metricendéned
previous son.

6.1. Dimensionality Reduction Results
We will now look at the results obtained for each dimension reduction method. Feveeach method,
trained a network with a ingiset thatvas reduced using this mdtinad experimenige
obtained a convergence of the validation set@fpotbs as seen in the exafigule=83.

Accuracy over epochs for KMeans with K=60 (INTEL dataset)
10

—— Train Acc  Train Accuracy: 0.980 _——
09 { — Val Acc -

038 o

0.7 Val Accuracy: 0.808
accuracy 06

05
04
03
02

0 5 10 15 20 25 3 35 4 45 50 55
epochs

Figura3: Accuracy results epochs. Here we see the progress for the accuracy in the case of the INTEL dataset and dimension
using tlikemeans method with parameter k = 60. It can be seen that the validation accuracy stabilizes at around 0.8 after the 3(

Afte training, we ran a prediction for every method and epsilon value on the data, measuring the
accuracy, fooling rate and the median PSNRev&@&M algorithm for generating adversarial
examples used the following epsilons values: [0.01,0.0@B:3M64).06,0700.08,0.09,0.1,
0.15,0.2,0.2H.3,0.4,0.5]
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6.1.1. ImageResize andRescale
The esizing and rescaling algorithm includes a squeezing parameter. The following values were
examinedi[1,1.2,1.3,1.4,1.5,1.7,2.0,2.5,3Bgure34 shows theccuracy and the fooling rate for
this experiment. We can see that for epsilons values small€r dfighedternative models got
better and similar results than the original model on adversarial examples.

Resize effect on adversarial examples (intel)

Resize effect on adversarial examples (cifar10)

epslon

o0 e ) Y] YY) Yy ao [ [¥] 03 Y] [
epion epsilon

Figurd4 The effect of dimeedimtion using the reszizing and rescaling method on correctly identifying adversarial exatuplastfehEQ Sixi:
adversarial method, while the y axis represent percentage. The two upper graphs shdwsRledataseds winiliNGtEheahdt@m we can see

Figureds shows theffecbnimage quality as a function sfjtleezingarameter in PSNR units.
Indeed, consistent and slow decay can be observeprassiodamiar increases.

Resize effect on image quality (intel) Resize effect on image quality (cifar10)
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Figuré%s The effect of dimension reduction using the resizing and rescaling method on the quality oéehdifieraeye sizit
factor values, while the y axis represent PSNR values. The upper graphs are box7jiqievbent|evamaduthecs duiaR5/&IL
PSNR for different factor values. The graphs at the bottom are separate for ech class.
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6.1.2. K-meansColor Quantization
For the fneans algorithting following k values were exari$q®8;10,15,20,25,30,40,50,60].
As can be seen in figgrthat shows the accuracy and fooling rate, all the examined k values gave
better results than the original model. In matiyecasesracy improvement was more than 2 or 3
times higher than the original nfsifdr epsilon equals 0, meaning there is no adversarial attack, all
the model acted similar to the original model asitiaeggaicy of-B8% vs 80% in the original
model for INTEL dataset and similar in the case ) €HEAR for lower k values (3 and 5).

Kmeans effect on adversarial examples (intel) Kmeans effect on adversarial examples (cfarl0)

LYY

udon eosiion

kmeanseffect on adversarial examples (inte) kmeanseffect on adversarial examples (cifar10}

Y] o1 Y o3 o4 o5 [ a1 02 [X] 04 ()
o psion

Figurdé The effect of dimension reduction using the kmeans method on correctlypteEntifiac achiseis dnalepsilon value in the FGSM
method, while the y axis represent percentage. The two upper graphs shows thelécdatasgtsWNiTE&Ehtahd BoEAR we can see the fo

Figured7 showshe effect oftkeans dimensionality reduction on image quality using the PSNR value.
As younight assume, the smaller the number @kimldhe image, the higher the aalitghe
variance of the results).
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6.1.3. PCA
Running the PCA algorithm shows an improvelassiticatiowhereas for the INTEL dataset it is
cleathat lowering the variance percentagetpaimproved the results while for a-O0RAR
mixed trend was obser¥edthe lower values of variance percentage (0.85 and 0.8) it was observed
that for small epsilon values the results were lower than other models and got tfar highest scores
when epsilon gad 0.1 value

PCA sffact on adversarial examples (intel) FCA effect on adversarial examples (cifar10}
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Figurd8 The effect of dimension reduction using the pca method on correctly identifying adversailahesadoglagh@HeaSAkiads enee
method, while the y axis represent percenpme.grhpha/shows the accuracy in INTIBLdatas€is-WRile at the bottom we can see the

Selecting PCA selyelamage image quality on small resolution images (sutd)asveiraRen
takingahigh percentage of variaikeed(P99). In contrast, a higher quality(iNiB§e)shows that
selecting highriance percentagleie$>0.99)yields good results but very quickly results in serious
damage tmagejuality whegoing bellothis threshold.

PCA effect on image quality (intel) PCA effect on image quality (cifar10)
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6.1.4. Low PasdHltering

In the low pass filtering case a similar improvement can be observed for different window size values
while epsilon value is bellod.@.3'he only exception is a small size of 3 for the convolutional
window in the INTEL dataset that performs slightly s68setter from the original model.

Low pass filter effect on adversarial examples (intel)

Low pass filter effect on adversarial examples (cifar10)
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FiguréQ The effect of dimension reduction using the low pass filter method on correctly identifying echersqusibexzahymdas. thee-GHN a
method, while the y assengpercentage. The two upper graphs shows the accurady iddtd$&is ardiCHeAR bottom we can see the foolil
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Indeed, the image quality in this case stands out significantly over the other cases, as can be seen in
figuredl.

Low pass filter filter effect on image quality (intel}

Low pass filter filter effect on image quality (cifar10)
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Figurél The effect of dimension reduction using the low pass filter method on the quality of the iifeaget fadioe xedoies
the y axis represent PSNR values. The upper graphs are box plot where we cardsbe thed&rgvahipertemtiPSNR for

values. The graphs at the bottom are separate for ech class.
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6.1.5. GaussiarHltering
By running gaussian filtering we will get better results than the original model as long as epsilon value is
less than G(B4. It is notable that enlarging the windawesineng more blurring result, we get
better clagmiation on adversarial examples.

ffect | | ifarl0]
Gaussian offect on adversarial examples fintel) Saussian effect on adversarial examles (afario)

o7

] 01 (Y] 03 [ oS Y] o1 02 rY) Yy oS
epsion epsilon

Figuré2: The effect of dimension reductigausgififitremethod on correctly identifying adversarial examples. The x axis is the epsilon va
method, while the y axis represent percentage. The two upper graphs shows theldcdatasgtmWKITE htahdi@EaRsee the fooling rate.

On the other hand, increasing the blurring will result in obvidosndageageality.

Gaussian filter effect on image quality (intal) Gaussian filter effect on image quality (cifar10)
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Figuré3 The effect of dimension reduction using the gaussian filter method on the quality of the ifeaget fadioe weduxs
the y axis represent PSNR values. The upper graphs are box plot where we cardsbe thedl&rgvahipertemtiPSNR for
values. The graphs at the bottom are separate for ech class.
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6.1.6. Median Rltering

Median filters, which selects existing colors from the image itself, shows an improvement over the
original model for epsilon values smaller-thdnTh®& two window sizes that were examined gave

similar results.

Median effect on adversarial examples (intel)

Median effect on adversarial examples (cifar10)
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Figuré4: The effect of dimension reductionedsaitichenethod on correctly identifying adversarial examples. The x axis is the epsilon val
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Figuré5 The effect of dimension reduction using the median filter method on the quality of the imagmtIfatterwvakiss
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values. The graphs at the bottom are separate for ech class.

53



6.1.7. GradientFltering
Gradient filtering appears to be one of the wethioeist among those that were tested. There seems
to be some small improvement in classification accuracy and fabbnéy rapgdsidr small
values of epsilon (Iothen ~0.10.2).For very small values the gradient models respond even worse
than the original model. This certainly makes sense as the impact of the gradigay isfto find the
changen a certain direction, so the requitaslifferent from the original image.

In all the experime8tbel y gave the best results vehitgptassian gavevitist results.

Gardient effect on adversarial examples (cifar10)

Gradient effect on adversarial examples (intel)
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Figuré6: The effect of dimension reductigmadienifttrenethod on correctly identifying adversarial examples. The x axis is the epsilon va
method, while the y axis represent percentage. The two upper graphs shows theldcdatasgtmWKITE htahdi@EARsee the fooling rate.
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6.1.8. Bilateral Fltering

This filter enjoys both Msrit performs a weighted average that depends on both the physical

distance from the pixel and the color distance. Let us remember that bilateral filtering knows how to

blur an image whpteserving the edges. &b, it produces excellent resulés\ide range of
epsilon valud¥e can see thiatbilateral filter gives similar results for diffaxentdaes,
especially in the case of theekmlution CIFAR) dataset.

Bilateral filter effect on adversanial examples (intel)

Bilateral filter effect on adversarial examples (cifarl0)
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Figuré7: The effect of dimension reductidnlatsirdiitdremethod on correctly identifying adversarial examples. The x axis is the epsilon va
method, Vehthe y axis represent percentage. The two upper graphs shows the actOrdeyasels T#llaad t6eHAdRom we can see the foolii

Notablythe filter retains the quality of the original image best than we have seen so far, based on the
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high PSNR values. In the case of IDIEARIs even mobwiousvhen for small values of the

factor, a significant portion of the images received a maximum value of 100, which indicates that the

MSE was equal to zero (meaning, identical images).

Bilateral filter filter effect on image quality (intel)
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Law pass filter filter effact on image quality (cifar10)
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Figuré8 The effect of dimension reduttigniatsirdiiter method on the quality of the image. In the x axis we can see difi
the y axis represent PSNR values. The upper graphs are box plot where we can see the 25 &fth@&SblRilfeeaditim
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values. The graphs at the bottom are separate for ech class.




6.1.9. CannyEdgeFltering
As for gradient filtering, canny edge deteetiog fétuseful for catertain range of epsilon
valueg-or valugeo small the model gives a weaker identification than the original model. Again, this
was easy to predict because by finding the edges we lost most of the image infaathation, so for s
epsilopwe will have less accurate results.

Canny edge detection effect on adversarial examples (intel) Canny edge detection filter effect on adversanal examples (cifar10)

Canny edge detection filtereffect on adversarial examples (intel)
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Figurd9: The effect of dimension reductiaanisjngdtpe detectiondilied on correctly identifying adversarial examples. The x axis is the ep
adversarial methvhile the y axis represent percentage. The two upper graphs shows the &l diaes @is Mhike atnithé HoBm we can see
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6.1.10.Summary
To summaritiee nine experiments we performed we eéxamtog/hich dimension reduction
methods were more effective in dealing with an adversarial attack using the F&SMsalgorithm.
compare all methods to the original Wha@atomparingffectiveness, a@nsidethe predefined
accuracy metrics as wdlkagamage in image quality.

Figuré&sOshows all the results on a single graph when eacheoa negmtécular reduction

method arttieplurality of grapfiemthe same color is due to the number of parameters set. The
continuous black lengresses the performaiiitie original model on theststt is noticeable

thatk-means and PCA were able to achieve the best accuracy and fooling rate results. On the other
hand, the least successful results were unsurprisingly due tiotte Inksriwfadion, those that

relied on finding maps from the originat gredjent filtering and edge detection.

Dimensionality reduction methods effect on adversarial image classification (intel)

w—original
~=- kmeans
-=- resize

gaussian filter
Tow pass fiiter
bilateral filter
canny edge filter
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Dimensionality reduction methods effect on adversarial image classification (intel)

median filter
~== gradient filter
gaussian filter
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FiguréQ The effect of all dimension reduction methods on correctly identifying adversarial exaralplesn The k@il iadkierspaidmethod,
axis represent percentage. The two upper graphs shows the accut@oydtaiéTRaledaCtRéRottom we can see the fooling rate. The bli
performance of the origielavhile each color stand for different dimension redction method. Same color lines are due to different paran

Table 1 lists the impact of each method on image quality by theTeSNRmwaltieze the box
plots presented earlier, wsearhe best median obtained for each method, the worst median and the
average median for different parameters

It seems from the results that bifdteriaigachieved the minimum image quality impairment.
Kmeans also achieved significantly high performankedhrdsr§€ An the other hastipwed
a mixed trend when CIHARhowed good resultgdiuivorst on the INTEL dat&ther models
achievesimilamediaf?SNR results.
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