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Abstract

Blockchains and cryptocurrencies have become household names, largely due to their ability to facilitate
decentralized financial transactions without governmental oversight. However, the consensus algorithms
that underpin these systems—most notably Bitcoin’s Proof of Work (PoW)—suffer from significant
limitations, including high computational overhead, susceptibility to forks, and vulnerability to majority-
based attacks. These weaknesses hinder the scalability and efficiency of blockchain networks.

In this work, we propose Proof of Queue (PoQ), a novel consensus algorithm designed to overcome
these limitations. PoQ replaces computationally intensive miner selection processes with a deterministic,
queue-based approach. The system uses a public, verifiable queue implemented as a binary tree, where
miner identities are derived from public keys and ordered using the hash of the previous block. This
mechanism pre-determines the block production sequence, effectively eliminating forks and minimizing
network overhead.

PoQ improves resilience against adversarial control by penalizing malicious behavior and enabling
recovery from attacks—even in scenarios where a single honest miner remains. Our results demon-
strate that PoQ achieves substantial improvements in both performance and security, offering a scalable,

trustless alternative to existing consensus mechanisms while preserving open participation.

1 Introduction

In 2009 Satoshi Nakomoto [34] developed the first blockchain, a decentralized financial system that allows
members which do not trust each other under the byzantine fault tolerance guidelines [30] to partake in
a money exchange system called Bitcoin. Bitcoin is a cryptocurrency that allows everyone who wishes
to do so to trade using digital assets and currency utilizing the security of public and private keys [36] in
combination with hash functions [41]. These mechanisms ensure that the transaction ledger is both secure
and tamper-proof. Assuming the widely accepted P # N P, these cryptographic principals offer strong
protection against fraudulent activities. Public and private keys enable secure verification, while hash
functions preserve blockchain integrity by linking each block to its predecessor, making it computationally
infeasible to alter past transactions undetected. Thus, blockchains and Bitcoin in particular can allow
members who do not trust one another to agree on a chain of ownership.

Satoshi Nakomoto suggested using a proof of identity [13] under the guidelines of Proof of Work
(PoW). As PoW name suggests the proof of honesty provided is the computational power behind the
virtual identity. By trying to solve a hard to answer question the participant (also called miner in many
instances) is required to lend its computational power to the algorithm and as a reward of success the
participant will reap an agreed upon reward in the form of digital currency. As time moved on more
and more proofs of identity developed each with their own draws and improvements. These suggestions
while allowing a decentralized agreed upon chain of ownership are resource intensive, slow or vulnerable
to majorities attacks and are heavily influenced by forks [10] [42] [4] [15].

In this work, we propose a novel consensus algorithm called Proof of Queue (PoQ). PoQ allows
participants to register as future block publishers by joining a public queue, where their public keys
serve as identifiers in the queue. The order in which participants advance in the queue is determined
by an agreed-upon mechanism, enabling anyone with knowledge of the current queue, last block and
time to determine the next block publisher without additional cryptographic verification. This approach
streamlines block publishing by reducing the computational overhead required to validate each block
and greatly reduces the risk and impact of forks, as the order of block production is predetermined.

Additionally, because the queue is based on public keys (which also represent participants wallets), and



since queue positions are a finite resource, the incentive for malicious behavior is diminished. Further
more we show how in the event of a majority attack, a single honest participant in the queue can displace
all malicious actors and restore integrity to the system by replacing them with honest members. Thus,
PoQ mitigates the risk of majority-based attacks within the blockchain network while allowing faster

block publication.

1.1 Background

In [30], the authors state that ”a reliable computer system must be able to cope with the failure of one
or more of its components.” To illustrate this challenge, they introduce the byzantine generals thought
experiment. The thought experiment illustrates the difficulties of creating a distributed and secure
system where some of the members might be faulty or even malicious. In their results they show an
algorithm that is capable of reaching a consensus as long as two thirds of the nodes are not faulty.

We use the definition of consensus from [21].

Definition 1. Consensus is the process of reaching agreement among a group of people or entities on

a specific decision or action.

In our context consensus means that members of the same computer network agree on the value or
course of action.

The Idea of a distributed and decentralized currency has been a goal since the 1980’s. Though some
algorithms were created none were able to act with consensus without a central authority. W. Dai’s
”b-money” [11] was the first to suggest using a hard to solve mathematical problem in order to regulate
the creation of new currency without the need for a central authority. Another important step forward
was made by Hal Fine [16] using b-moneys concept of money creation with the Hashcrash puzzle to
create the first Proof of Work. But sadly even that fell short as he had to rely on a central authority
in his solution [7]. In the paper [34], the anonymous researcher, or group of researchers, using the alias
Satoshi Nakamoto, laid the foundation for what would later be called the blockchain. The blockchain
is the first algorithm that was able to fully combine W. Dai’s concept of money creation within a fully
decentralized algorithm under the constrictions suggested at [30]. Nakamoto’s algorithm, like those that
followed, proposes a set of predefined actions that, if followed, enables a majority of honest participants
to reach consensus and authenticate new transactions in the shared ledger.

We use the definition of Ledger from [7].

Definition 2. Ledger A state transition system where there is a ”state” consisting of the ownership
status of all existing bitcoins and a ’state transition function’ that takes a state, a transaction and

outputs a new state which is the result.

As such we derive that a blockchain should operate as a state machine recorder. Allowing the users
to record transactions between members and to authenticate the creation of new funds. In a blockchain,
consensus is used to guarantee that all nodes on the network agree on the current state of the network
and the authenticity of transactions. A transaction Could be considered the request to transfer currency
between user A and B, the result of the transaction should be Success if A has enough funds or Error if
he lacks the needed funds to perform the action as can be seen in Algorithm

In order to authenticate these transactions each input into the transaction needs to be signed using the
private key [36] of the owner of the unspent coins. Since these transactions are not part of a centralized
system keeping a database of these transactions is not a viable option. This prompted the usage of the
Block, i.e, a set of transactions which are published together. In order to keep consensus of the order of

transactions a timestamp was added [17]. In addition the hash of the previous block allows us to follow



Algorithm 1 Transaction

1: account initial state : {Bob: Z$, Alice:Y$}
2: A request from Bob to send Alice 20$
3: if Bob.funds >= 20$ then
4: Create the transaction Tx = Bob ->Alice 20$
5: account end state : {Bob: Z-20$ Alice:Y+20$}
6: else
7 alert Error on the transaction
8: account end state : {Bob: Z$, Alice:Y$}
9: end if
Block 1 Block 2
Prev_hash: Prev_hash:
deadbeef c15c0b35
Nonce: 581512551 Nonce: 653312362
000 < Transactions: \ Transactions:
[Transac- [Transac-
tions Datal tions Datal
Timestamp: Timestamp:
123456 123789

Figure 1: Blockchain depiction (adapted from [34]).

each transaction building the current state and validating its correctness. Lastly, in order to make the
creation of new blocks hard (approximately one every 10 minutes [31]), The Nonce (appears in Figure (1
was introduced. The Nonce is a part of the Proof of Work implemented by Satoshi [34] and we discuss
it further in subsection

Definition 3. Block A set of transactions published together alongside the timestamp and previous
blocks hash.

Thus, [34] provides the grounds for a successful blockchain as seen in Figure (1] as its structure allows

blockchains to publish new transactions while keeping consensus:
1. It uses private and public keys to verify transactions.
2. It uses timestamps to provide a provable timeline for everyone in the chain to accept.
3. It uses the hash of the previous block to verify its continuity.
4. The majority can determine the correctness of the chain and affect it.

We now turn to explain why should a miner lend his computational power to the blockchain. Collecting
transactions, validating them and attempting to publish new blocks is an expensive effort that requires

network and computational effort. The solution to these was already suggested by W. dai at [11].
1. Each block prompts the minting of new coins, rewarded to the miner.
2. Granting the publishing miner a premium (a percentage of the transactions in each block).
Definition 4. Miner A member of the blockchain who attempts to publish new blocks.

We use the definition of Liveness from [2].



Definition 5. Liveness defines liveness as guaranteed service or starvation freedom, this definition
stipulates that each member of a distributed network will have his request fulfilled eventually and that

the system wont halt altogether.

[11] insures liveness, as independent and unrelated members of the network will each benefit from
both publishing other peoples transactions as well as new blocks. This in turn incentives members to
lend their computational power to insure both guaranteed service and starvation freedom as each miner
will benefit only when satisfying these needs and do not stand to directly benefit from delaying block
releases or not publishing a specific transaction.

The authors of the blockchain faced another issue, how to define a ”participant” also known as a
miner in the blockchain, as using non-physical objects like TP addresses could be faked [13]. Therefore
in his algorithm later dubbed Proof of Work (PoW) Satoshi [34] chose to use the CPU power as a proof
of identity meaning if a majority of the computational power comes to a consensus then the chain is
authenticated (as each miner added his own block to the chain). As time moved on more and more ways
to provide proof of identity have been made some of the popular methods today include Proof of Work,
Proof of Stake, Delegated Proof of Stake and PBFT (these algorithms will be explained in depth under
a dedicated subsection). These methods balance the speed of publishing new blocks, probability of a

”Faulty” (in our case malicious) majority arising and the probability of errors in their chain.
Definition 6. Forking A split in the chain were two different blocks point to the same previous block.

Another issue was how to choose the correct chain. Since several different blocks can point to the
same previous block [4]. This is a major issue onto itself as it wastes the resources of the blockchain
(requiring everyone to keep multiple states at all time) and CPU of miners attempting to create new
blocks on chains that wont be continued. In addition the ability to fork allows for a number of known
attacks the main one being ”double spending” where a member publishes a transaction in one fork and
after receiving the goods in return quickly releases a number of blocks on a different chain in which the
transaction did not happen, thus keeping his coins or transferring them to someone else [10].

In the paper [42] under the section ” Taxonomy of blockchain systems” we see a comparison of different
consensus algorithms. The authors compares private and public blockchains (also known as non-byzantine
where one can assume no node is malicious) and between different blockchain algorithms. As we propose

a mining algorithm that supports public blockchains we now explore them further.

Table 1: Comparison of Consensus Mechanisms.

Property Proof of Work Proof of Stake Practical Byzantine Our
Fault Algorithm
Tolerance

Node identity manage- Open Open Permissioned Open

ment

Energy saving toler- No Partial Yes Yes

ance

Power of adversary <25% computing <51% stake <33.3% faulty replicas | 99%

power
Example Bitcoin Peercoin Hyperledger Fabric None

This table compares the properties of various consensus mechanisms, highlighting the differences in node identity manage-
ment (who can add new participants to the mining process), energy efficiency, tolerance against adversaries, and examples
of systems employing these mechanisms. ”Our Algorithm” represents a proposed method offering high adversary tolerance
and energy efficiency while not restricting who can join as new miners.

1.1.1 Proof of Work

Proof of Work (PoW) is a method that requires each miner to try and solve a hard to answer question
in order to publish a new block. The original Bitcoin algorithm [7] suggested the user create a Merkle

tree, a structure that allows us to validate quickly a large number of transactions (as can be seen in



Figure . This structure allows miners to decrease the storage needed for the blockchain. In a Proof of
Work (PoW) consensus mechanism, the nonce (short for ?number used once” as appears in Figure (1)) is
a key part of the mining process. Miners continuously modify the nonce to produce new hashes. The
goal is to find a nonce that, when hashed together with the other data, produces a hash that satisfies
the difficulty requirement (e.g., a hash that starts with a certain number of leading zeros). Once a miner
finds a valid nonce that meets the required difficulty, the block is added to the blockchain, and the
miner is rewarded. Its important to note that the trail and error process is the source of huge resource
waste and slowness as its designed to produce a block every 10 minutes limiting the number of
transactions. The nature of the algorithm also means that as miners pull their resources together into
”mining pools” their ability to implement a 51% attack increases. Lately, such mining pools have
become a source of worry for users of Bitcoin as the top 3 mining pools together control about 72% of
the computational power in Bitcoin [39).

So in conclusion a miner will have to follow the following steps to publish his block under PoW:

e Miners take the block header data, which includes the previous block’s hash, the current block’s

timestamp, the Merkle root of the transactions in the block, and the nonce.

e They hash this block header data with the nonce using a cryptographic hash function (e.g., SHA-
256 in Bitcoin).

e If the resulting hash meets the target difficulty, the block is accepted by the network.

e If the hash does not meet the target, the miner adjusts the nonce and tries again, repeating the

process until they find a valid hash.

Root Hash
Hash 'A+B Hash"C—l—D
Has'h A Ha;h B Has"h C Has"h D
Trans‘;ction Trans‘action Trans;ction Trans;ction
A B C D

Figure 2: A simple diagram of a Merkle tree.

1.1.2 Proof of Stake

Proof of stake(PoS) is the most used current alternative for Proof of Work (PoW) as Ethereum
the second largest coin transferred to this method . Instead of using the computational power of its



members to determine who gets to write new blocks it uses a pseudo-random lottery based on a ”stake”
of coins the participant stands to lose for malicious behavior. The more coins a participant holds the
higher his chances of being chosen as a miner (called validator under PoS) or even to propose new blocks
himself. This method eliminates much of the redundant computation done in PoW. However as can
be seen in [4] it does not eliminate forks but rather insures forks exist in the blockchain. Furthermore
the speed of mining under these algorithms though increased from PoW is still about 20 transactions
per second [29]too slow to truly become an alternative to modern financial systems. We now explore
Ethereum’s Beacon Chain as explained in [25]. Ethereum’s Beacon Chain serves as the backbone of its
Proof of Stake (PoS) consensus mechanism. The Beacon Chain is organized into slots and epochs. A slot
is a 12-second period during which a new block may be added to the blockchain. An epoch is a collection
of 32 slots (6.4 minutes). Validators must stay synchronized with the network’s timing to participate
efficiently. The goal is to propose and confirm blocks during each slot, but some slots may remain empty.
To become a validator, users must stake up to 32 ETH (name of the coin), which activates one validator.
Validators earn rewards for submitting valid attestations and penalties for being offline or proposing
invalid blocks. The rewards and penalties are designed to incentivize good behavior while minimizing
risks for validators. Penalties for serious offenses, such as double voting, can lead to slashing, where
the validator loses part or all of their staked ETH. Validators are chosen pseudo randomly to propose
new blocks and participate in attesting (voting) on the validity of blocks. Attestations, weighted by the
validator’s balance, are recorded on the Beacon Chain and help to determine the head of the blockchain.
Validators are organized into committees to increase security. Each slot has a committee composed of
at least 128 validators, and their role is to attest to the state of the blockchain and ensure that the
proposed block is legitimate. A pseudorandom process called RANDAO is used to select proposers and
shuffle validators into committees as can be seen in Figure 3] Ethereum’s PoS protocol uses checkpoints
to finalize blocks. A checkpoint is the first block in an epoch. Validators cast votes for both the current
checkpoint and the preceding one, which helps secure the blockchain against malicious behavior. A
checkpoint is finalized once it garners a 2/3 super majority of votes from validators. Once finalized,

blocks cannot be reverted.

i Committee A minimum 128 validators i Committee X minimum 128 validators

,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1 ]

1 1
! !

RANDAO

nodes:{a,b,c,d,e,f,g,h,i,j ... and thousands more}

Figure 3: At every epoch, a pseudorandom process RANDAO selects proposers for each slot, and shuffles
validators to committees.



1.1.3 Delegated Proof of Stake

Delegated Proof of Stake (DPoS) is a variant of Proof of Stake (PoS) introduced by Dan Larimer
in 2014 [28], designed to enhance scalability and reduce the energy demands associated with classical
Proof of Work (PoW). In DPoS, token holders continuously vote to elect a fixed number of delegates
(often called witnesses or block producers) who are entrusted to validate transactions and produce new
blocks [28]. Because block production is concentrated in a small set of elected participants, DPoS enables
faster block times and higher throughput relative to most PoW or PoS systems [35,37]. Furthermore, a
delegate that repeatedly fails to perform or acts maliciously can be voted out by stakeholders, creating
a governance layer meant to enforce accountability and responsiveness [35].

However, DPoS has drawn criticism for potentially compromising decentralization. With a limited
number of block producers, the network can become dependent on a small group, raising concerns
about collusion or voter apathy among stakeholders [35/37]. If influential stakeholders align in a way
that cements certain delegates’ positions, the protocol risks concentrating decision-making power [1].
Additionally, unlike some PoS mechanisms that implement strict slashing penalties for misbehavior,
DPoS relies heavily on voter vigilance; its security and fairness hinge on stakeholders remaining active
and informed during the delegate selection process [35,[37]. Despite these drawbacks, many modern
blockchain platforms adopt DPoS to reap the benefits of high throughput, rapid finality, and flexible

on-chain governance.

1.1.4 Practical Byzantine Fault Tolerance

Miguel Castro and Barbara Liskov first described Practical Byzantine Fault Tolerance (PBFT for short)
in |9]. Later, with the emergence of blockchain and bitcoin, PBFT was transformed into a mining
algorithm described in [20]. This algorithm is highly time-consuming as the publishing miner needs to
wait for approval from two thirds of the network under the majority constraints in [27] to approve each
new proposed block. Thus the algorithm becomes mostly implausible for large scale usage due to its

high consumption of network bandwidth and long approval time for new blocks [24].

1.2 Our Results - Proof of Queue (PoQ)

In this work, we design a new consensus mechanism for blockchain. Our algorithm named Proof of Queue
(PoQ) uses the blockchain’s already existing infrastructure consisting of participants using public and
private keys, publishers being chosen as a correlation of pseudo-random selection utilizing the random
nature of Hash functions and transactions being published in Blocks holding a timestamp. In fact the
idea of an agreed upon queue is even established in part in each epoch of a PoS.

We propose a new method of choosing and agreeing on the next block publisher as well as deciding
on the correct chain. Our algorithm uses a queue of future miners, each miner on his turn publishes his
block and gains the ability to fill the newly vacant position in the tail of a fixed-size queue by adding a
member (he can add himself if he chooses to do so) to the queue. The queue which is public grants a
fast and secure method for deciding the identity of the next block publisher.

We show that this method is capable of significantly reducing the resources needed for publishing new
blocks while improving the number of transactions being published (if not matching them in comparison
to PoW). This is done both by reducing the network overhead, the computation needed for verification
of new blocks and eliminating forks when no malicious activity is involved. In addition we show how
this new algorithm is capable of dealing with the 51 percentage attack in a way that theoretically allows

a single honest miner to rebuild the entire queue by himself.



1.3 Related Work

The paper [10] highlights that though originally designed as a free decentralized currency the emergence
of specialized mining equipment changed the blockchain to a business venture. As such and as PoS
uses stakes instead of computational power we can start and suggest networks where not all participants
need to own specialized equipment. Additionally, the resource-intensive nature of Bitcoin’s consensus
mechanism as discussed in [15], pushes the publisher to suggest a queue based blockchain. While they
suggest implementing this as a method for choosing the next transaction to be published we believe the
idea of a queue has better chances of success when designed to chose the next miner. It is also important
to note the importance of timestamps to our solution, as proven in |17] it is impossible to create a
consensus when the time of transactions is unclear. As such even when debating new ideas for attacks
as seen in |14] the timing of the release of new blocks is the basis of mining attacks but not the forgery
of timestamps themselves. Even in PoS when a miner is not in sync with the rest of the miners or is
offline he might lose his turn or even be punished [25]. Lastly, the randomized nature of Hash functions
as discussed in [41] along side the public and private key infrastructure [36] though used in PoW are a
valuable tool that can provide each algorithm that chooses to use them with anonymity, randomness and
security.

Blockchain networks operate on a peer-to-peer (P2P) architecture [38], where all nodes communicate
directly without relying on centralized servers. This decentralized nature underpins blockchain’s core
principles of trustlessness and resilience, but it also presents challenges in ensuring efficient message
propagation and maintaining consensus across distributed nodes. The P2P architecture inherently leads
to higher propagation delays and potential network congestion, especially as the number of participants
increases [5]. Improving blockchain networks is therefore crucial to address these scalability and per-
formance bottlenecks while preserving decentralization. Current research focuses on optimizing message
propagation to reduce latency [38], developing scalable consensus mechanisms [6], and implementing
Layer 2 solutions like state channels and rollups [38] to process transactions off-chain. It is important to
note that research on the underlying network itself is being conducted [5] where it shows that the main
issue with block size increase is its need to propagate the network, thus knowing which IPs are about to
release a new block and connecting to them/ neighbors directly will highly accelerate the propagation
rate.

Beyond their traditional use as decentralized money ledgers, blockchain technology has emerged as
a transformative solution across diverse industries. One prominent use case is supply chain manage-
ment [18], where blockchain provides transparency, traceability, and immutability to track goods from
origin to consumer, reducing fraud and improving efficiency. Another critical application lies in health-
care [19], enabling secure and decentralized storage of medical records, ensuring data integrity and privacy
while facilitating seamless data sharing among authorized parties. In the realm of digital identity [§],
blockchain allows individuals to manage and verify their identities securely, mitigating identity theft and
providing a foundation for self-sovereign identity systems. Additionally, decentralized finance (DeFi)
has unlocked opportunities for peer-to-peer lending, automated trading, and tokenized assets, reshaping
financial services. Moreover, in voting systems 23|, blockchain’s transparency and immutability enhance
the integrity of electoral processes. These diverse applications illustrate blockchain’s potential to revo-
lutionize industries by providing secure, decentralized, and transparent solutions, far beyond its origins

as a cryptocurrency ledger.
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Figure 4: Representation of a queue

2 The Proposed Queue Mechanism

In this section, we present our proposed queue and how we aim to incorporate it using the existing

blockchain structure.

2.1 The Queue

Our proposed changes derive their merit from the same source as [32] where it was shown that a queue
holding the list of future transactions will improve the speed and accuracy of mining new blocks in mining
pools. The key difference being that we keep a queue of future miners as opposed to future transactions.

Our proposed queue is a binary tree composed of the public keys of each one of the miners. Each
time a miner successfully writes a block, he is popped out of the queue and is allowed one of two options.
He may choose to write another miner at the tail of the queue or alternatively, he may write himself
again into the queue, starting at the tail of the queue. Miners receive a reward for each block they mine
in the same manner that Bitcoin rewards its miners |34]. Figure |4| shows such a tree, and Algorithm
[2 shows how we can translate such a binary tree into a 1-dimensional array which we can add to each
block as metadata (further explained in section and shown in algorithm .

Algorithm 2 Child nodes function
1: function CHILDNODES(i)
2: return (2x4) +1,(2%4) + 2
3: end function

It is also important to look into where we rely on the current PoW algorithm [34] and its inner
workings. Firstly, we will continue using the same network and message propagation methods. Changing
the method by which other miners are discovered and by which information is shared in the blockchain
is out of scope for this work though a simpler and faster method could be derived as part of the changes
suggested in this work. Another important aspect where we rely on PoW is the structure of a block as
described in [34]. We will suggest removing data that becomes obsolete by our new algorithm such as
the Nonce but the structure of the block and the blockchain will remain the same as described in Figure
Furthermore we suggest the methods for rewarding miners, authenticating blocks and transactions
remain the same as we do not see any benefit in changing them.

Another key part of our algorithm is the block publication and acceptance process that adds its own
protections needed due to possible attacks (see details in section . As can be seen in Algorithm [3| the
validation of new blocks is similar to [34] as it needs to validate the transactions and hash of the block but
it also has to validate the queue publication (further explained in section . In addition a 10 minute

time limit on new block publication is added as well as a method to deal with miners that disconnected

11



Algorithm 3 Accepting new blocks

if publisher_public_key == queue|0] then
if block_time — last_block_time < 10 minutes then
if validate transactions, block hash, and queue are all correct then
accept block and provide miner with reward
else
discard the miner from the queue giving the next miner to propose miners in his place
end if
else
assume miner lost his turn and move forward
end if
else if publisher_public_key < 50 blocks after missed turn then
if validate transactions, block hash, and queue is True then
accept block and provide miner with reward
else
discard the miner from the queue giving the next miner to propose miners in his place
end if
else if publisher_public_key < 60 blocks after missed turn then
if validate transactions, block hash, and queue is True then
run the lotto algorithm from proof of stake and accept block and provide miner with reward by
decision of its winner.
else
discard the miner from the queue giving the next miner to propose miners in his place
end if
end if
recalculate the queue as needed with data from the block

or choose not to publish a block. Another method is introduced to accept out of order blocks in cases
where a miner missed his turn which may happen due to malicious behavior and is further explained in
section |3| Lastly, another key aspect of the algorithm is that blocks which fail the validation step invoke
a punishment to their miner. The miner which published them is then removed from the queue and his
place (or places) are provided to the next miner in line. Everyone in turn advance as if the malicious
miner was promoted and the new replaces are added to the end of the queue.

Miners can advance in the queue if their parents have advanced. The form in which a miner is chosen
to advance is the “distance” between the current block’s hash published and the miner’s public key. A
lower distance means the miner moves up the tree. For further understanding of the protocol, please see
Algorithm

Lastly, it is important to note that our proposed improvements remain limited by the inherent
speed at which messages propagate across blockchain networks. All ledger-based blockchain algorithms
require nodes to verify the most recent block to prevent double-spending and validate correctness. This
verification introduces a network-dependent delay that affects block publication times and cannot be
fully eliminated by any consensus mechanism, including Proof of Work (PoW), Proof of Stake (PoS),
or our proposed Proof of Queue (PoQ). While some prior research, such as the ”Simulation Model for
Blockchain Systems Using Queuing Theory” by Memon et al. [33], suggests methods to reduce delays,
these solutions primarily address mining pools or trusted environments. Therefore, their applicability to
fully decentralized and trustless public blockchains remains limited. Approaches like Delegated Proof of
Stake (DPoS) could partially address message propagation issues but introduce significant security and

centralization risks |35[37], placing them beyond the scope of our current work.

12



Algorithm 4 Updating the queue

Description: This algorithm rebuilds a queue by traversing and reconstructing a tree. It assumes that
each member has access to the last published block, which includes the following information:

e The publisher’s public key or the public key of another miner.
e The block’s hash.

It also requires the state of the tree as it existed prior to the publication of the block. The algorithm
processes this information to rebuild the tree. At the end of its execution, the algorithm produces the
updated tree, reflecting its state after the publication of the last block.

1: Head < top of the tree
Pop the top of the tree
Rebuild the tree with the following logic:
while head.left and head.right are not null do
if head.left.value — Last_block > head.right.value — Last_block then
Head.value < head.right.value
Head < head.right
else
Head.value < head.left.value
Head < head.left
end if
: end while
Head < new_miner_public_key

© % N>k

[
L e

2.2 Publishing the Queue

Definition 7. Genesis block The very first block upon which additional blocks in a blockchain are
added.

In order to allow new miners to build the queue without following the chain to the Genesis block the
algorithm attaches a part of the queue to each block. This section shows how we can attach the queue
to each block and what steps the algorithm follows in order to achieve this task.

Each miner before releasing his block needs to follow the following set of instructions:
1. Turn the tree into an array (see Algorithm .
2. Look at the previous block and identify what is the index in the queue that was last published.

3. Attach to the block the 1555 following places after that index looping to the beginning of the array

when needed (n being the number of miners in the queue).

Algorithm 2] describes how we can turn a binary tree into a one-dimensional array that can be attached
to each block.

Let us take, for example, the tree from Figure [4

It is displayed as such in an array:

1 2 3 5 4 6 7

Therefore, the first block publishes 1,2 +(new_key), the next 3,5 + (new_key), the next 4,6 +
(new _key), and so on.

2.3 Why Use a Binary Tree as Opposed To a Linked List/Array?

Definition 8. Linear queue A queue that follows the First In First Out (FIFO) method as depicted
in Figure [

13



Input Output
E5 | E4 | E3 | E2 | E1l

Y

\ 4

FIFO Queue

Figure 5: A FIFO Queue illustration, E5 is the last input to enter the queue and E1 is the first one to
do so. E1 will be the first to pop out when the queue is full.

A linear queue does not require each miner to check the state of the blockchain actively as he knows
the average speed of block publications and can cut costs by checking periodically to see if his turn is
near thus saving computational resources. Though we aim to decrease the usage of CPU as opposed to
Proof of Work such lethargic behavior poses a risk to both security and speed of mining as miners can
miss their turn causing the line to hold until they check-in realize it is their turn and publish their block

while failing to validate faulty or malicious blocks.

Theorem 2.1. Using a binary tree queue creates a strong incentive to continue and look for errors in
the chain since each deviation from the algorithm will result in the block publisher being disqualified and
the chain removing the attacking miner while keeping the bad block in the chain as evidence (further

reducing forking in our algorithm).

Proof. The unpredictable nature of the advancement in the binary tree requires all miners to keep
checking the blockchain to update their location in it. Since the hash of the block is unpredictable [41]
a miner will have to check every block, recalculate its merkle tree [12], and validate its own location in
the queue. This provides an incentive to not wait idly for one’s turn but rather to continue and validate

the blockchain process. O

Theorem 2.2. Using a non-linear queue improves the security of a blockchain without greatly impacting

the speed in which we fix the queue after a 99% attack.

Proof. As seen in Theorem a blockchain is continuously checked for faulty or malicious blocks, if one
is discovered the miner who publishes this block is disqualified and is ejected from the queue as if he had
successfully published a block only without the ability to add a new miner (as we do not want dishonest
miners to add new miners to our queue). The next honest miner can add as many miners as were ejected
as long as he can reference a faulty block that they published. As in a queue, there are a limited number
of nodes and there is a limit on the time each node can wait until they publish their block (Theore
eventually if one exists even a single honest miner will be able to publish an honest block (see the section
for a more formal proof).

Now lets assume the worst case where the honest miner was the last one to enter our queue. In a
linear queue we would have to wait for (n — 1)minutes for the miner to reach the head of the queue (n
being the number of miners). Consider a binary tree of height h, where the root is at level 1 and the
bottom level is at level h. We are interested in a particular node at the bottom and want to determine
the expected number of iterations required for this node to become the top node. To get our chosen

bottom node to the top after h iterations, we must make the correct binary choice at each of the h — 1

14



Average Iterations vs. Threshold with Linear Regression
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Figure 6: Representation of the average number of iterations it takes in average for a node within the
1000 range to reach the head of the line with FIFO queue and our binary tree.

intermediate nodes along its unique path making h — 1 the best case. In the worst case it will be the
last one chosen meaning it will still perform as well as the FIFO queue and the average case somewhere
in between but still better than a FIFO queue.

We now analyze the average number of iterations required for the first honest miner to reach the
head of the queue. Let X denote the miner’s position in the queue, where he may be the first or the only
one present. We compare two queue structures: a FIFO queue and a tree-based queue with 16 levels,
containing 2! — 1 = 65,535 nodes. The FIFO queue allows a miner in position X to reach the head of
the queue.

To validate our findings, we conducted 50,000 independent and random iterations to demonstrate
that our algorithm does not require exponential computing time. Instead, its performance is comparable
to that of the FIFO queue in terms of the number of iterations needed for X to reach the head. The
corresponding Python implementation, which can be found on GitHub [22], runs this test by tracking
how many iterations a node at position X requires to reach the head. The results, along with each node’s
initial position, are recorded.

From this data, we generated Figure[6] which illustrates the average number of iterations required for
successive groups of 1,000 nodes (e.g., 0-999, 1000-1999, etc.) to reach the head of the queue. Using a

queue size of 216

and 50,000 iterations, we applied linear regression to examine the relationship between
the number of iterations needed to reach the head and the queue size, comparing both the FIFO and
our proposed algorithm.

As can be seen in Figure [f] the FIFO queue has a gradient of approximately 1, meaning that when a
random miner X is chosen in the queue it will take him (as expected) that exact number of iterations
to reach the queues head. On the other hand when our Binary tree algorithm is used the gradient is
approximately 1 as well, Meaning either methods do not provide an advantage one over the other when
n the queues length is sufficiently large (as the key difference between them is the intercept).

O
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3 Possible Attack Vectors and Mitigations

In this section, we show different attack vectors aiming at hindering the implementation of queue mech-

anism protocols and the possible solutions.

3.1 Holding Up the Queue

Since validation of the blockchain using the block’s hash before is still mandatory, holding up the queue
[10] as a malicious actor remains the greatest threat to our proposed algorithm. Since no one can write
ahead of the next in the queue, he can choose not to release any block, bringing the entire chain to hold

still as can be seen in Figure [7]

Next to publish
does not publish

N

Waiting for Waiting for
queue to recalculate queue to recalculate

AN

Waiting for Waiting for
queue to recalculate queue to recalculate

Figure 7: A malicious actor choosing not to publish creating a standstill as everyone is stuck in the
following state.

Theorem 3.1. Our algorithm limits holdup attacks and improves speed of publishing new blocks.

Proof. If a block is not published within the next 10 minutes after the timestamp of the last block, the
miner may be eliminated from the tree, thus releasing the holdup and allowing the chain to continue.
Furthermore, there is no incentive to hold up the queue since each miner is rewarded with three incentives
upon releasing its block. Since PoW is designed to produce a block once every 10 minutes we are at least
as fast as PoW with the mean time being faster as a miner is rewarded only when publishing new blocks

there is no incentive for delays.
1. He gains the authority to add a new miner to the tree.
2. He collects a premium for each transaction he writes.

3. He is given a certain number of coins for his role in the mining process, like Bitcoin awards for

successful miners.

These incentives combined with the possibility of ”punishment” are enough in theory to push miners to

publish as soon as they can.
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It is important to note however that a late published block is the only way to create a fork in the
Proof of Queue algorithm. The forking issue exists with PoS (Proof of Stake) as well, Both of them
allow miners with more power (one in the form of more funds, the other in the form of more slots in the
queue) to mine more blocks. The only difference is that mining new blocks in PoS provides direct power
to the miner through the creation of more funds, which he can use to gain more power and influence the
chain in a greater way (through purchasing more validator slots). On the other hand, with queue-based
mining, the miner does not gain any more power through the mining of new blocks since, in exchange
for mining a new block, a miner should receive only a single new slot at the bottom of the queue and
only in rare occasions will a miner receive the ability to fill more than one slot thus gaining more power

over the queue.
O

More about fake time stamping can be found in the section [3.4

3.2 Controlling 50 Percent of the Network

In Bitcoin, if a malicious actor controls 50 percent of the network, it is doomed. Since Bitcoin requires
a majority to agree upon the next block, 50% of the computation power may choose what is correct and

ignore malicious blocks(the same goes to some extent with PoS) [3]
Theorem 3.2. A queue algorithm allows even one honest miner to recover the entire chain.

Proof. This will happen by eliminating all the other miners that publish bad/illegal blocks or waiting
elimination as discussed in section 2.4.1 holding up the queue. Then, the next honest miner can choose
not to add just one miner at the end of his turn but instead add miners for all the malicious miners he
can point out. This is done by following the algorithm and requires no outside intervention, just time as

can be seen in the liveness section |

3.3 Publishing Fake/Wrong Blocks

Theorem 3.3. Our algorithm can notice and react to fake/wrong blocks.

Proof. This is countered by everyone having a full report of the following things: the hash of the last
block, the full tree of miners, and the timestamp of the last block. Using this, it is impossible to fake a
block on the same premises as the PoW used by Bitcoin. O

3.4 Publishing Fake Timestamps

Our algorithm is extremely sensitive to fake/ incorrect timestamps as the protection against holding up
the queue opens the door for a direct misuse of the timestamp as a malicious tool against other miners.

This can in turn:

1. Cause the next in the queue to miss his. This is accomplished by a dishonest miner waiting till the
end of our allotted time, then publishing a block stating he published it immediately after the last
block was published. Thus, tricking all the honest miners to think that the next in line missed his

turn.

2. Publishing blocks in a delay to slow down the network. A malicious actor may wait for the set
number of blocks stated in the algorithm designed to deal with the issue above (Algorithm @ and

only then release his block. Causing the entire network to republish the blocks afterward.
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Figure 8: A depiction of a blockchain with an accepted missing block. Please notice the documented
reference to the discontinued chain and the reference to the block from which the missing block was
derived.

To deal with the issue we suggest Algorithm [5| which is displayed in Figure [8] By limiting the number
of times each miner can invoke it we hope to eliminate the malicious incentive to do so. In addition, we
believe the high publishing rate possible with Proof of Queue will discourage attackers from this form
of attack as it can recover easily. Finally, the set number of blocks that allow contention will allow us

to prevent double-spending as we can wait for that number of blocks to consider a transaction complete
and final.

Theorem 3.4. Our algorithm can deal with fake/wrong timestamp publications.
Proof. 1. We allow every miner to contest the skip of his turn for up to a set number of blocks.

2. Not allowing a delayed miner to publish another delayed block for the next chosen number of
blocks. Creating an incentive not to do so maliciously, or the actor might miss his next turn to
mine. Since there is only a set number of miners (the size of the queue), missing an opportunity to
mine is a big issue that may result in a great penalty, reducing the incentive to do so maliciously.

O

Thus we come to another conclusion, in PoS, forking becomes non-economical in the sense that mining
on a number of different forks can result in a penalty. In queue-based mining, the miner can choose to
withhold his transaction and later post it creating “wasted” blocks that will now lead to nowhere. Since
this is mitigated through the improvement of mining speed and punishment of the miner, both methods

are equally effective from our point of view.

Algorithm 5 Sending out-of-order blocks
1: if My turn was skipped then
2: if The last block published <= 60 blocks after my turn then

3: Publish a new block with a reference to the current last block
4: end if
5. end if
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4 Keeping Consensus

Consensus in distributed systems refers to the process by which multiple independent nodes or processes
in a network agree on a single data value or course of action. This agreement is crucial for ensuring
consistency across the system, particularly in environments where nodes may fail, messages may be
delayed, or components may behave unpredictably. Therefor consensus is fundamental for maintaining
the integrity and reliability of distributed applications, such as databases, blockchain networks, and
collaborative systems, where coordinated decision-making is essential for correct operation [40]. In our
context, consensus refers to all participants agreeing on the state of the queue. However, the algorithm
allows for discrepancies to occur when a miner contests the skipping of their turn, which poses a challenge
to maintaining consensus.

This means that while some members of the chain may receive a certain number of blocks prior to
the contested block other members may have received a different number of blocks. This may happen
due to delays in the network or block propagation working incorrectly.

For example lets consider a case where Alice, Bob and Carol are miners in our blockchain. Bob
is directly connected to Carol while Alice is connected through a number of other Miners. When a
contested block is sent by Alice and a normal block is sent by Carol at exactly the same time Bob and
Alice wont have a consensus about the state of the blockchain. Bob will think that Carols block should
be considered in the count for ”Number of blocks missed” while Alice will dispute this.

To preserve consensus, we rely on the following assumptions:

1. Out-of-order blocks are only accepted if fewer than 60 blocks have been added since the dispute
occurred (this number is suggested and not tested in real-life scenarios).

2. The miner in question did not previously send a block and is now attempting to modify it.
If these assumptions are met, the following steps are taken to maintain consensus:

1. If between 50 and 60 blocks have been mined, a lottery test from proof-of-stake algorithm is
conducted between the publishing miners and the missed miner, as detailed in Algorithm [l The

winner of this lottery decides whether to allow or reject the publication of the contested block.

2. To keep consensus each miner can call for either a lottery or disqualification on the basis of the
number of published blocks. This long requires him to provide a reference to the block he is
mentioning (in the form of its hash and timestamp). This will prompt everyone to request that
blocks hash and verify if the conditions for a lottery or disqualification have been met. This
allows us to deal with cases where some nodes have yet to receive the exact block that crosses the
threshold.

3. If fewer than 50 blocks have passed, all miners will accept the new block automatically and mining

will resume as normal from the new position

4. If it was determined that the disputed block should be disqualified than the miner is removed from

the queue allowing the next miner in line to fill the missing positions with miners of his choosing.

The steps above are shown in the algorithm[7] This in turn helps us to provide the needed consensus for
our network as it allows every and all members to agree/ disagree on whether a block should be accepted

out of turn and if not provides an explanation to the reason.
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Algorithm 6 Proof of Stakes lottery like algorithm

Input: List of miners with their public keys {(S1, key1), (S2, keyz2), ..., (Sn, keyn)}
Input: hash value of the block that is contested H,.r
Output: Selected validator Syinner

Initialize: min_of fset < oo
Swinner < null
for each miner {(S5;, key;)} in the list of miners do
H; «+ Hash(key;) > Compute the hash of the staker
of fset; < |H; — Hye| > Calculate the offset from the reference hash
if of fset; < min_of fset then
min_of fset < of fset;
Swinner — Sz
end if
end for
return Sy inner > Return the miner with the closest key as the validator

Algorithm 7 Accepting out-of-order blocks

1: if verify block correctnes and transactions are valid then
if new recived block out of order then
if publishers original position < 50 blocks after current block then
Continue the chain from that location
else if publishers original position < 60 blocks after current block then
send a call for lottery with the hash of the latest known block and a timestamp showing
it was published prior to the contested block to determine if to accept it or not and run [6]
else
Send a disqualification notice with the hash of the latest known block and a timestamp
showing it was published prior to the contested block

® X

9: Remove the disqualified blocks miner from the queue
10: end if

11: end if

12: end if
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5 Proving Liveness

In [27] it is stated that liveness is a property that stipulates that a ’good thing’ happens during execution.
The paper [2] further expands on the idea giving us an example of liveness as ”guaranteed service”,
meaning "every request for service is satisfied eventually, the ’good thing’ is receiving service. ” or
as "starvation freedom, which states that a process makes progress infinitely often, the 'good thing’ is
making progress.”.

To prove liveness we will prove the following theorems:

Theorem 5.1. The Queue will allow everyone in line to participate providing liveness as guaranteed

service.

Proof. Given that the hash of a block is unknown and random and that public keys are created in the
same manner producing a random number then letting « be the hash of the last block and (1 being the
value of public key 1 and 32 being the value of the second pubic key, then they have the same probability
to be chosen. This means each node’s right or left child has the same probability of advancing. For a
perfect binary tree with N nodes (every node has 0 or 2 children and all leaves have the same level), N
is:

N = oh+l _q

To prove each miner will eventually be chosen we calculate the expectancy of a miner to reach the

root of the binary tree after a set number of iterations. Each iteration of our algorithm consists of:
1. Removing the root node (level 1).
2. Replacing that vacant position by one of its two children (with probability 1/2 each).

3. Continuing this random replacement procedure down the tree: whenever a node is chosen to move
up, its old position is vacated and then filled by one of its two children with probability 1/2 each,

and so on.

4. At the bottom level (level H), the vacated leaf is replaced by a new node so that the tree remains

a complete binary tree.

Thus, in each iteration exactly one random root-to-leaf path is chosen (each left/right choice is 1/2).

)

Every node on that path “bubbles up” one level, and the leaf at the end of that path gets replaced.
Goal: Determine the expected number of such iterations before our tracked leaf (initially at level H)
is chosen in a sequence of moves all the way to level 1 (the root) for the first time.
If at some point our tracked node is at level k (1 < k < H), then the probability that the random

root-to-leaf path passes through that node is
1 k—1
)"

since a path from the root (level 1) down to level k has exactly (k — 1) independent left-or-right choices,
each with probability 1/2.
Let Ty denote the expected number of iterations for the tracked node to go from level k to level 1.

Clearly, T1 = 0 (if the node is already the root, we are done). For k > 2, in each iteration:

k—1
With probability (%) ,the node is chosen and moves up from level k to level k£ — 1.

k-1
With probability 1 — (%) ,the node stays at level k.
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Hence, the standard expectation argument (for a geometric waiting time in each level-up step) gives
VRl \RL
nee () s ()
Rearranging,
k—1 k—1
B ()= () e
1

k-1 k—1
(%) T, = 1+ (%) Ther = Ty = W + Thoy = 280 4+ Ty,
2

Given T7 = 0, we therefore obtain
koo k—1
T. = 227*1 = 22” = 2F — 9.
n=1

Jj=2

For a node initially at level H, its expected time T (in iterations) to first reach the root (level 1) is

and since,

H = logy,(N +1).

For a complete binary tree with N nodes,

| T(N) = N — 1]

since this is a polynomial run time is a function of N we assume that each miner will be chosen

eventually making this an algorithm that stands in the requirement for liveness as a guaranteed service.
O

Theorem 5.2. The Queue will always allow the publishing of new blocks proving liveness in the form

of starvation-freedom.

Proof. In each iteration a block is created, given that said block can be either accepted or rejected we
need to prove that eventually (in polynomial time) a non-faulty block will be created allowing us to
further the chain. Given that we proved in theorem that given a single honest miner the network
will produce within a polynomial time a new ”correct” block that case is already proved. In the case
of no honest miners each block can become a non-faulty one guaranteeing that the chain will grow and

produce new blocks. O

6 Conclusion and Future Work

In the work, we present a new and novel algorithm that solves the Byzantine issue underlining blockchain.
The algorithm named PoQ (Proof of Queue) uses the randomized nature of both the hash function and
the public key of each miner to decide upon the next miner out of a set queue that acts as a binary tree.
We saw how using a binary tree in the queue solves many security concerns plaguing other blockchain
algorithms and how we mitigate these concerns. Lastly, we defined and proved liveness and consensus in
the context of our algorithm and laid the ground for future work needed to further develop the algorithm.

We list here some directions for future research:

1. Is it possible to incorporate a queue for transactions into the algorithm to make it even faster?
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What improvements would such a solution offer over other algorithms in a real-world scenario?
What is the optimal delay for accepting out-of-order blocks?

What is the best size for the queue?

What is the ideal size of the queue that can be published with each block?

Should we add a randomization method to the process of choosing the next miners who will have
an incentive to claim keys close to the middle to enhance their success rate (games theory - Ice

cream vendor problem)?
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